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CGC: Cyber Grand Challenge (2016) DigApis

ILRIRE TR PIBE

« The need for automated, scalable, machine-
speed vulnerability detection and patching is
large and growing fast as more and more
systems—from household appliances to
major military platforms—get connected to
and become dependent upon the internet.
Today, the process of finding and countering
bugs, hacks, and other cyber infection
vectors is still effectively artisanal.
Professional bug hunters, security coders,
and other security pros work tremendous
hours, searching millions of lines of code to
find and fix vulnerabilities that could be taken
advantage of by users with ulterior motives.
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« https://www.darpa.mil/program/cyber-grand-challenge
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« Godefroid P, Peleg H, Singh R. Learn&fuzz: Machine learning for input fuzzing[C] . ASE,
2017: 50-59.
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« Long F, Rinard M. Automatic patch generation by learning correct code[C]. POPL, 2016,

g 51(1): 298-312.
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