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Key Distribution ~

( Established LL connection )
L (Optional) Security_Request
e »| Phase 1 E%—m&,IMﬁ%z@%ﬁEmﬁ%X&RNmﬁﬁﬁ,ﬁﬁﬁ
“ Pubing Responen BIER, REFEZMEBEFIFEX A
Pairing over SMP: N N ERB R 2B XS (paring) A4y, SMPR[ISecurity Manager
B Tegacy pairing or Secure Connections "| Prese2 Protocol, SUMAIEFZSAINE T BIEX—BERSEA
( Establishment of encrypted connection with key generated in phase 2 )
= Kg Distribution
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(2) Security Manager

Security Managerf SMAMEFEE=FMA R :

OOB(Out of band) Passkey EntryaNumeric Comparison Just Works
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(2) Security Manager
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> ﬁﬁgﬁkz?’f%’ﬁlj\ﬂ: El‘:]%ﬁtﬂtlﬁ'f—_l—, 1§'J7§JOOB%'153\1)\11—|177ﬁ ( Step1 Out Of Band Pairing After Phase 1: Pairing Feature Change
|
x utof band pairing algorithm selected from parameters of Pairing Request
; and Pairing Response on Phase 1: Pairing Feature Exchange
|
- TKEESHINEGIRPEE, REDANESR, KT < e e ,ﬁ;ft;aggzgg
[/XEJEinOB SZJOO0B INFO, thu]|X=ZidPasskey Entry

— S|, BoTRLE0 (Just Work) Mconfirm = ¢1(TK, Mrand, Pairing R d, Sconfirm = ¢1(TK, Srand, Pairing Request command,
g Palrlng Hesponse mmmmd, lnliatlng devl:f exdm Pairing Respon:’e command. hma:lng devlce address.

device
g
]
= NS R MrandiSrand, B ) —— R

B EmeayTs
Check for confirm value match
< PairingRandaom (Srand)
Check for confirm value match

STK is calculated by running S1 with the TK value as the key input
RIETKHIMrand. Srand, #ESTKER < and initiator and responder random numbers.

STK = s1(TK, Srand, Mrand)
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( Link is then encrypted using STK, See [Vol 6] Part D, Section 6.6 )
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( Step 1: Just Works Pairing After Phase 1: Pairing Feature Change )

I I

[ Just Works pairing algorithm selected from parameters of Pairing Request ]

and Pairing Response on Phase 1: Pairing Feature Exchange

I I
1 |

Create Mrand

R, WWHTK=0, BIERAEEMNEENER

I}M)Zﬁéj\jnJ;‘-"Elﬁ_#)l%ﬁu\/lrandiFDSrand HiE

Create Srand
TK=0x00 TK=0x00

1 1

Mconfirm = ¢1(TK, Mrand, Pairing Request command, Sconfirm = ¢1(TK, Srand, Pairing Request command,
Pairing Response command, initiating device address Pairing Response command, initiating device address
type, initiating device address, responding device address type, initia

type, ing device address) type, r

BT RREXTT, XA AR E

I B By o IAARFEIRARZ AMrand AT

device address, responding device address
device address) —

ParingCanfirm (Mconfim) >
< PaisingConfm (Scorfim)
PaiingRandom (Mrand) -
I Check for confirm value match |
< PaiingRandom (Srand)

iChed(foreonﬁnnvaluenmdwi
1

STK is calculated by running S1 with the TK value as the key input
and initiator and responder random numbers.

SranditESTK, HMEZESEEAE

STK = s1(TK, Srand, Mrand)

i i

( Link is then encrypted using STK, See [Vol 6] Part D, Section 6.6

)
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Service UUID

TR MIVLIYVOY

5lal-e511-5

S5lal-e511-5a3 4c2 isticUUID

S5lal-e511-5a isticUUID

S5lal-e511-5a3 - isticUUID
isticUUID

KT78 A9 15 ZF b ik Characteristic UUID
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service al-e - 4c2 characteristicUUI ; dé4c-451ccS
S5lal-e511-5a3 eristicUUID=Rhc7b 74b6-d64c-451ccS52k

S5lal-e511-5 - cteristicUUID= dé4c-451ccS
S5lal-e511-5a3 - L cteristicUUI 6b6! dé4c-451ccS Y 0 0
S5lal-e511-5a38c41l4cz cteristicUUID=Rpc7b [ 64Cc—4 , [ Y q 4000000000000000000000 ffff2

TR MIVLIYVOY

Generic Attribute
UUID: 0x1801
PRIMARY SERVICE

Unknown Service
UUID: 9fdc9c81-fffe-51a1-e511-5a38¢414c2f9
PRIMARY SERVICE

Unknown Characteristic 4

UUID: ac7bc836-6b69-74b6- - ‘#L

d64c-451cc52b476e
Properties: WRITE

Unknown Characteristic 4
D: c4c617ea-9421-a2b7-2943-

f02c88220111

Properties: READ

Unknown Characteristic w
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protected void handleLockStatus(FrameModel model, String data) { HexInt clrl = new HexInt(new HexInt(counterData.stringVal.substring(@, i)).intval + keyl.intVal);
2 .
- = - - P if (cilrl.hexval.length() > 2) {
switch (AnonymousClass8.$SwitchMap$com$irevo$nprotocol$Events[model.event.ordinal()]) { C1rl = new HexInt(clrl.hexval.substring(1));
case 1: }
ILog.d("_72_AUTHENTICATION_EVENT " + data + " : " + getDateDiff()); StartintitiN2:
send72Response'encodeCounter‘(model.data)" = > HexInt clr2 = new HexInt(new HexInt(counterData.stringVal.substring(i, start)).intVal +]key2.fintval);
return; J if (cir2.hexval.length() > 2) {
e S clr2 = new HexInt(clr2.hexVal.substring(1));
i ¥
i = start + 2;
HexInt clr3 = new HexInt(new HexInt(counterData.stringVal.substring(start, i)).intval +] key3.fintval);
if (cilr3.hexval.length() > 2) {
clr3 = new HexInt(clr3.hexVal.substring(1));
¥
e e miig e e e e ey start = i + 2;
String keyString = this.keyModel.productInfo; HexInt clr4 = new HexInt(new HexInt(counterData.stringVal.substring(i, start)).intVal +]key4.fintval);
inti=0+ 2: if (clr4.hexval.length() > 2) {
2
. . . . ird = HexInt(clr4.hexVal.substri a v
HexInt hexInt = new HexInt(new HexInt(keyString.substring(@, i)).intval); } e new HexInt(cird.hexval.substring(1));
if (hexInt.hexVval.length() > 2) { i = start + 2;
keyl = new HexInt(hexInt.hexVal.substring(1)); HexInt c2rl = new HexInt(new HexInt(counterData.stringVal.substring(start, i)).intVal +]keyS.fintval);
Y g ] g g Y
e * >
int start = i + 23 c2rl = new HexInt(c2rl.hexVal.substring(1));
- 2
hexInt = new HexInt(new HexInt(keyString.substring(i, start)).intval); itart — a5 oy
if (hexInt.hexVal.length() > 2) { HexInt c2r2 = new HexInt(new HexInt(counterData.stringVal.substring(i, start)).intVal +| key3.fintval);
key2 = new HexInt(hexInt.hexVal.substring(1)); if (c2r2.hexval.length() > 2) {

} c2r2 = new HexInt(c2r2.hexVal.substring(1));
1
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vate wvoid sendUnlockCommandNewProtocol(ElustoothGatt argd, BleKeyInfo args,
MyLogger.ddLog(this.TAG).e("sendUnlockCommandNewProtocol blekey:™ + args.g

B = ?T%?fTDGtE f B}EStaEF‘c?nstructUnchkNewPrDtocol args, argg, args?, argd);
B E L R AHAESINE

constructUnlockNewProtocol(BleKeyInfo argl@, int argll, int argl2, byte[] argl3) {

Cha”enge || (TextUtils.isEmpty(argl®.getToken())) || (TextUtils.isEmpty(argl@.getUuid()))) {
Random

g("111").e("open lock key.getToken():" + argl@.getToken());
g("111").e{"open lock key.getId():" + argl@.getId());
endar.getInstance().getTimeInMillis() / 1000;
constructRequest(StackL2.constructL2UnlockNewProtocol (argl®.getId(), EleStack.kncryptElEkeyMewProtocoH

BleKey ——» AES

e 1 Iblic static byte[] encryptBlekeyNewProtocol(String argd, String argle,
byte[] vd;
byte[] v5 = null;
if{argd == null) {
Log.e("BleStack™”, "blekey is null™};
vd = w5,
return vd;
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—P> Xor }

if{argd.length() != 16) {
Log.e("BleStack", "blekey is invalide, length=" + arg9.length());
return v5;

¥

new byte[@];
new StringBuilder().append(argll).append(argl?).tostring();

try {
v4d = AESUtil.encryptEbc(argd, argl3);

RHRIET fEA B SANBleKey R M. INBAR A 222 M
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Ble KeyE *@ m HE jj ﬁ% h k https: //device-server-2c.dding. net/api/lock/vl/ble/operations/reset_token

znt-Length: 238

ant_Twvnas annlircratinn /v_oummi- Farm_urlancnadad

. (press Ctrl+Enter to highlight all)

ormer ‘ Headers | TextView ‘ SyntaxView ImageView | HexView | WebView | Auth ‘ (o]
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- ReqID=de92db5efd
BleKey [#——  token 3- token

- id=1034

- operation=1

- operation_stage=3
[=]- permission

N > 7= BLE :
BLESE= ol Dinr s R g b e e o, iy Ay g PR | ettt 0t S ESIEEE status=1
totalData - permission_state=1
i - secret=daf6d 104d2af51a2906eab510691727b841e645f3412e6c7769a6 106 75e 2cb 3a

W& e &% totalData,

g N »id |
SR B R X BleKey totalData
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