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LORA 5i3isnE

Ggrx - hackri=3%3tel
le Tools View Help Countries | Frequency band review
o mEL M & &,

102250 00 0 e SEEIE e | sem
“ 915 MHz ‘ 20 dBm

Korea 900 MHz
Japan 920 MHz
Malaysia 862 to 875 MHz

Philippines 868 MHz
Vietnam 920 to 925 MHz

T

Max. output power

India 865 to 867 MHz

Singapore 92_2 MHz_

——— e e ——————

Thailand 920 to 925 MHz

922 MHz
— 920 to 925 MHz

China 470 to 510 MHz
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Frequency 050 Frequency | Code rate | Error Correction [bits| | Error detection [bits]
1/5 0 0
< . 4/7 1 2
. t 4/8 1 3
0 Table 2.1: Error correction and detection capabilities of LoRa
Frequency Ox7 Frequency Oxb
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Bl WaterMeter NID1 PL6 BW125 SF11.csB

' lora_sig_demod.m The 5 th symbol peak index:

H - = The 6 th symbol peak index:

Lo RA — ==== 3ync Word Part ====
B n ? The Sync Word is 6x 1 2

==== S5Start of Frame Delimiter Part ====

The 9 th symbol peak index: 248
The 10 th symbol peak index: 247
The 11 th symbol peak index: 62
==== 5tart of Payload Part ====
The 1 th payload symbol: 1363 in Hex @x0553
The 2 th payload symbol: 1207 in Hex 0x@4B7
The 3 th payload symbol: 1119 in Hex @x@45F
The 4 th payload symbol: 319 in Hex @x013F
The 5 th payload symbol: 1227 in Hex 0x04CB
The & th payload symbol: 19603 in Hex Ox076F
The 7 th payload symbol: 1971 in Hex @x@7B3
The 8 th payload symbol: 1715 in Hex @x@6B3
The 9 th payload symbol: 1879 in Hex @x@757
The 10 th payload symbol: 123 in Hex Ox867B

Figure 2

The 1 th symbol peak index: 1
= SelfGen_EnableCRC_PL6 BW125 CR48 SF11_SW12 DataHh.cs8 The 3 th symbol peak index: 1
= README.md The 4 th symbol peak index: 1
= 1
= 1

100
mehE

Filter

exit
# Octave 4.2.1, Thu Mar 29 19:14:47 2018 CST <nl i

exit 0

# Octave 4.2.1, Sun Apr 01 13:27:09 2018 CST -':nll:

lora sig demod('SelfGen PL6 BW125 CR48 SF1

lora sig demod('WaterMeter NID1 PL6 BW125 0

lora sig demod('WaterMeter NID1 PL6 BW125

pkg load signal : : : :
lora sig demod('WaterMeter NID1 PL6 BW125 500000 100000 800000 200000
pkqg load signal

lora sig demod({'WaterMeter NID1 PL6 BW125 (8.3763+05, 252.95

lora_sig_demod('SelfGen_EnableCRC_PL6 BW12L._. etk e — -
A A rﬂﬁﬁ%sgmugEﬁgq
¥ ! : HBE?EEL r

ttps://github.com/UnicornTeam/lora-democ




RFI_LF

VR_ANA

VBAT ANA
VR_DIG
XTA

XTB

NRESET

28 RFO _LF

27 PA_ BOOST

14 VBAT_DIG

B3y /7 SPIRER

21 GND

20 RXTX/RFMOD

19 NSS

18 MOSI

17 MISO

16 5CK

15 GND
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£l 89 (00 ] 2D =00 ik (00 Ox00 ¥ 0 D29 20

(0 O EE (e lA =08 (DD Gu52 i (B0} =00 T4 0 D28 20

MOSI: Ox92; MISO: Ox18
MOSI: Ox10; MISO: Ox10
MOSI: OxC0O: MISO: Ox18
MOSI: Ox02; MISO: Ox01

-- : L MOSI: Ox1B: MISO: Ox18
Master to Slave Slave to Master | — [ B T MOSI: 0x01; MISO: Ox65
Kt Oy " i MOSI: O0x13; MISO: 0x18
MOSI: 0x01: MISO: Ox2F
MOSI: 0x8D; MISO: 0x18
MOSI: Ox00; MISO: Ox00
MOSI: Ox00; MISO: Ox18

I 1RE 1RER] 3 L F R OE O d0SI: 0x06; MISO: 0x2C
Master-Out ' - ’ : ' : : : ' MOSI: C ». MISO: Ox2C
Slave-In ' F ¥ § 1 % R _ MOSI: Ox05; MISO: Ox81

01234567 01234567

MOSI: Ox03; MISO: Ox29
MOSI: 0x01; MISO: Ox01
MOSI: O0x00: MISO: Ox00
MOSI: Ox00: MISO: Ox04
MOSI: OxOF; MISO: Ox81
MOSI: OxD8; MISO: OxY94
MOSI: OxB82; MISO: Ox22
MOSI: Ox2E; MISO: OxB8E

MOSI: 0x96: MISO: Ox56€

MOSI: Ox40; MISO: Ox80

MOS5I: Ox80; MIS0: Ox00

[
20V & ESD Protecrion



MOSI: Ox80; MISO: Ox12 ik  FSK/OOK $t (POR (FSK

LoRa™ =, ) FSK X LoRa™M#ER

MOSI:
MOSI:

I Oxoe

I
- bA\ﬁ 0x01
gﬁ:o\H E|‘E| Z1H o] _
* Ox68

* Ox86 unused
: Ox68 .

MOSL:
MOSI:
MOSI:
MOSI:
MOSI:
MOSI: |

: Bxoe

IXFF; I EETHE 492,25 Mhz e A
MOSI: Ox8E; MISO: Ox68//FifoTxBaseAdd RegFrfMsb
MOSI: OxB0; MISO: Ox80//%EHEFE il RegFriMid

RegFrfLsb | S AREGE AR, B AU
RegPaConfig PA 17 £ M1 450 Hi D) =38 1%
PA £} /40 B Bst 8] A FH e

PLL 4%l

MOSI: GOx8F; MISO: Ox68 -
MOSI: ©x08; MISO: ©x08 x09
MOSI: GxGC; MISO: Ox68 | | X0A RegPaRamp
MOSI: Ox80; MISO: Bx20 , _
x0B RegOcp
MOSI: @x8C; MISO: Ox68 0C ReglLna
MOSI: Gx23; MIS50: Ox20//1=5 L . HEQFIfDAddI"
| RegRxConfig oy
:

RegRssiConfi | RegFifoTxBa
g seAddr

RegRssiCollis | RegFifoRxBa " | | RSSI mhgeta |

il B

ion . seAddr )

MOSI: Ox81; MISO: Ox68 : _ e | EEEEYCER
MOSI: Ox81; MISO: OxBO// i RegRssiThres | FifoRxCurren o RSSI [#1H 1%
MOSI: OxB1; MISO: OX68 eRegist G_DETECTI 112 ' h tAddr |

MOSI: OxC3; MISO: OxC3 E Sf

MOSI: GxB7; MISO0: 0Gx68
MOSI: Ox@A; MISO: OXOA
MOSI: Ox1E; MISO: Ox68
MOSI: BxB0; MIS0: Ox70// 1=Z85 Ll
MOSI: ®X9E; MISO: @x68// writeRe eadRegiste | ) : . | F@ i B8 1 )

MOSI: Ox70; MISO: Ox70// i#E SF _ AFC {18
MOSI: Ox1D; MISO: ©X68 eadRegist G_MO| F16 1) & Ox6 0x13 RegAfcBw - e
i | es 150 A T TR

HOSI u::JLJ HISO: 0x72// 1% 2 | N | RegRxHeade e | BRI
MOSI: ©x9D; MISO: 0X68 eadReq: - - -- 0x14 | RegOokPeak 0x28 | AiEH | OOK fitipse | 7
MOSI: @x72; MISO: 0x72// i#E BW 125Khz CF b, rCntValueMs VE RO

0
0
0
Ox

MOSI: OxAG; MIS0: OxG8
MOSI: Ox04; MISO: Ox04

BEE ‘ FCUE Tx 2

MOSI: Gx89; MISO: OxH8 _ | | | | |
MOSI: @x8F; MISO: Ox4F//iz8 'DE OxOF

5 ELHY 2 U

His gl

' ReglrgFlags - e RSSI{f (¥ | Ak IRQ #x
Mask A | AR

; b :. _'| .-.._.-_ ._.' ' -.-_ ':.. lr I' | IE‘j_
1 =PIE] 1'.'.-1*- '..'l.:=-’._ fifr

0x11 | RegRssiValue
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snilter Watermeter ESP3Z

SPI .transfer(0x00) ;
SPI .transfer(0x00) ;
SPI .transfer(@xB0) ;

= SPI.transfer(0x00) ;
5% SPI.transfer(0x7E) ; | %2
A SPI .transfer(@x00) ; [———
¥ SPI .transfer(0x00) ; }LDHE Receiver
5 SPI.transfer(@xFF) ; begin
e SPI .transfer(0x09) : iHeceived packet 'Gx18 0x2C OxBl 0Ox29 0x01 Ox00 OxG4 Ox81 Ox94 Ox22 0x8
ot SPI.transfer{@x29) : Recelved packet '0x18 Ox2C OxBl 0x29 Ox01 Ox00 Ox04 OxBl 0x34 0x22 Bxa
z SPI.transfer(@x20) : Received packet '0Ox1B8 0x2Z2C 0Ox8l 0xZ9 0Ox01 0x00 Ox04 0xBl1 0Ox94 0x22 OxB

//LoRa.writeReqgister({@x01, 0x88);
//LoRa.writeReqgister({0xG1, (x88);
t
vold setup() {
Serial.begin(9600) ;
while ('Serial); //if just the the basic 1
delay(1060) ;

Serial.println("LoRa Receiver");

J/Simulation SPI();

SPI .begin(SCK, MIS0, MOSI, 55);

LoRa.setPins(55, RST, DIGG) ;

if ('LoRa.begin(BAND, PABOOST)) {
Serial.println{"Starting LoRa failed!")]
while [1]:

}

LoRa.implicitHeaderModel( ) ;

//LoRa.explicitHeaderMode() ;

//LoRa.explicitHeaderMode() ;

LoRa.setSpreadingFactor(ll) ;

LoRa.setCodingRated(5h) ; l

LoRa.setSignalBandwidth(125€3) ; M EEhER RAEEEHEE | v| |9s00ifE®E | v | |Clearoutput

LoRa.setPreamblelLength(/7) ; = = = =

LoRa.setSyncWord(0x12) ;

//LoRa.disableCrc() ;

LoRa.crc();

Serial.println("begin"} ;

LoRa. receivel() ;
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0x91 0xF7 0xCO0 0x40 0x80 0x18 0x2
0x04 0x81 0x94 0x22 0x8E 0x56 0x80 0
0x00 0x00 0x00 0x00

0x08 0x00 0x01 0x06

0x29 0x0A 0x00 0x00

0xB4 0xDC 0x32 0x00 //IF BF27K & /3333300
0x00 0x00 0x00 0x00

0x00 0x00 0x00 0x00

0xE6

0x0C //TEMP

0x1E

0xOE //POWER

0x00

0x00 //XEIFIT RSSI

0x00 /M xFIFTKit SNR
0xBF 0x38 /END

IIIIIIIIIIIIIIIIIIIIII

0x8E 0x56 0x80 0x00 /{EFA JKFRID
mmncommmkﬁiﬁbkl
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------------------------------------------

ZTE MG2618 §<: .......... :
GPRS 1248 :

----------------------------------------

AA 0028 7A 2C 0B 6E 81 59 02 E0 AA 42 00 1D 00 22 04 81 94 22 8E 56 80 00 00 32 DC B4 00
00 00 00 00 00 00 00 00 OE OC E6 1E 17 01 19 11 25 65 0B 00 00 84 55
GWID:7A 2C 0B 6E 81 59 02 E0

Header:AA

Cont:42

7200

application: 1D

Len:00 22

(8byte)UUID:04 81 94 22 8E 56 80 00 module
(4byte)1IE EF37K £:00 32 DC B4 /3333300
(4byte)f3 EFF7KE:00 00 00 00
(2byte)B Y7k =:00 00

(2byte)FiHiK75:00 00

(2byte) B8 R BB E:00 OE

(1Byte):2E:0C

?2:E6 1E

(5Byte)PhZB[8):17 01 19 11 25
(1Byte)#&i+EIMX RSSI:65
(1Byte)ZE it EIf % SNR:0b
(1Byte)p X ElZ& it RSSI:00
(1Byte) X BIZKit SNR:00

(e TN g




P e — Rl L FEEENT T SRR N

o e b

Bl Deipw bl o W ) e B

I Rooeyrvmsa OO0

B T e e P & o

L TY

0

s SO0 ~geem 00= ¥

A T e




OpenBTS Commarnd Line Interface (CLI) utility

Copyright 2012, 2013, 2014 Range Networks, Inc. (=)(C B Q ¢ S T &£ BB 8= @ F ¥ B X

Licens~d under GPLvVZ2.

Inclddes libreadline, GPLv2. Filter: v | Expression... 5
Ccnnecting to : :
Remcte Interf é P R S i " No i Eaiirca Sectivation st | ieatE 5t
Type: * 11 296.45011100 192.168.88.2 117.27.89.185 TCP 40 60325 > 50502 [ACK] Seg=1 Ack=1 Win=10880 Len=0
"help"” to see commands, 12 296.49724400 192.168.88.2 117.27.89.185 TCP 65 60325 > 50502 [PSH, ACK] Seq=1 Ack=1 Win=10880 Len=25
"version” for version inf-::r mation, 11 296.49754700 117.27.89.185 192.168.88.2 TCP 40 50502 > 60325 [ACK] Seq=1 Ack=26 Win=65535 Len=0
“notices” for licensing information, 14 296.55464400 192.168.83.2 o 000 TCP 59 50614 > 50001 [PSH, ACK] Seq=26 Ack=20 Win=10880 Len=1¢
"guit" to exit console interface _
OpenBTS> 15 296.55499100 S—— 229 192.168.88.2 TCP 40 50001 > 50614 [ACK] Seq=20 Ack=45 Win=65535 Len=0
OpenBTS> tmsis 16 296.56053000 < 229 192.168.88.2 TCP G5 50001 > 50614 [PSH, ACK] Seq=20 Ack=45 Win=65535 Len=2%
TMST TMST TMET AUTH CRFATED ACCFSSED TMST_ASSTGNED 17 296.56865000117.27.89.185 192.168.88.2 TCP 59 50502 > 60325 [PSH, ACK] Seq=1 Ack=26 Win=65535 Len=19
46007  _. 4311 0xb3652 8657~ Q800 2 7m 142¢< 1 18 297.13718100 192.168.83.2 -l 220 TCP 40 50614 > 50001 [ACK] Seq=45 Ack=45 Win=10880 Len=0
4600 _910 Ox76G396 35947 .5190 2 14m 5m 1 |
P Frame 14: 59 bytes on wire (472 bits), 59 bytes captured (472 bits) on interface 0
P Raw packet data
OpenBTS> sgsn list P Internet Pretocol Version 4, Src: 192.168.88.2 (192.168.88.2), Dst:qgIM. 229 (47.94.196.229)

GMM Context: imsi=4600" 33311 ptmsi=0x69061 tlli=0xc0069001 state=GmmRegist
eredNormal age=86 idle=8 MS#1,TLLI=c0069001,80031001 IP5=192.163.88.1,192.168.88

.2

Transmission Control Protccol, Src Port: 50614 (50614), Dst Port: 50001 (50001), Seq: 26, Ack: 20, Len: 19
source port: 50614 (50614)
Destination port: 50001 (S0001)
[Strezm index: 1]
OpenBTS> gprs list Sequence number: 26 (rzlative sequence number)
MSH#1,TLLI=CO069001,30031001 rrmode=PacketIdle Bytes:1225up/1103down UTL1llzatlon STttt (R ta=Ra i loal eIl ol S U S E IR IR TCTa TR TW s oo =)
=162% Acknowledgment number: 20 (relztive ack number)
GMM Context: 1msi=460¢ "311 ptmsi=0x69001 tlli=0xc0069€01 state=C Header length: 20 bytes
nmRegisteredNormal age—-103 idle-4 IPs-192.168.£88.1,192.168.88.2
TimingError=(-1.46 min=-1.48 max=-0.46 avg=-1.02 N=1313) RSSI=(-30 nin=
-34 max=-28 avg=-30.806 N=1313) CV=(54 min=42 max=50 avg=48.89 N=19) llLev=(0) RX({

ual=(® min=0 max=7 avg=2.50 N=14) SigVar=(0® min=0 max=63 avg=36.64 N=14) ChCodin _
_( 3 I'"l'l..l"l—ﬂ max=3 aug_z .88 H—lﬂﬂ') Wﬂ']ﬂﬂﬂ"a'ﬂ >Le SEHIH':-gTElEECr': -2 ino window szallﬂg used)

datakER:.9% (907) recent:.0% (347) low:1.0% (111) tbfER:.18% (17) » Checksum: Oxb321 [validation disabled]
rrbpER: .5% (131) recent:.7% (40) low:1.0% (9) ccchER:0% (0) recent:0% (RASSSIGESELENEE
0) [This is an ACK to the segment in frame: 9]
MS#2 ,TLLI=816cb380 rrmode=PacketIdle Bytes:355up/0down Utilization=0% [The RTT tn ACK the segment was: 1.003809000 seconis]
GMM state Unknﬂwn [Buk‘e%lﬂﬂlght 19]
TimingError=( 1.49 min= 1.56 max= 1.31 avg= 1.44 N=48) RSSI=( 44 min= 4 Data (19 bytes)
7 max=-16 avg=-41.35 N=48) CV=(49 min=44 max=54 avg=48.26 N=5) ILev=(€) RXQual=(
0) SigVar=(0) ChCoding=(0)
datatER:0% (33) recent:0% (0) tbfER:0% (5)
rrbpER: .09% (11) recent:0% (®) ccchER:0% (©) recent:0% (0)
TOBF#21 mMTtM5=- MS#1,TLLI-c0065001,80031001 ntDir RLCD1ir : :Down

P Hags: Ux018 (PSH, ALK)
Window size value: 10880
[Calculated window size: 1088()

Dara: aaNa7a7cDhaeR 1500202243001 200002055
[Length: 19]

channels: down=( ©:1 9:2 0:3) up=( 0:2,usf=0 0:3,usf=0)
mtStaete==TBFState::Dead ntAttached=1 mtTFI 21 mtT1l1li=0xc0069601 size=0

PDCH AF!FEN:SJE TN=1 FER=0%

PDCH ARFCN=512 TN=2 FER=.3% 0010 et . ... ........

PDCH ARFCN=512 TN=3 FER=0% 0020 5018 2a80 b8 21 0000 .



Protocol Length Info

TCP 40 50614 — 50001 [ACK] Seq=1 Ack=1 Win=1088@ Len=0
TCP 65 50614 — 50001 [PSH, ACK] Seq=1 Ack=1 Win=10880 Len=25

. 479558
6 295.538890

7 295.539131 TCP 40 50001 —~ 50614 [ACK] Seq=1 Ack=26 Win=65535 Len=0

9 295.544835 TCP 59 50001 — 50614 [PSH, ACK] Seq=1 Ack=26 Win=65535 Len=19
14 296.554644 TCP 59 50614 — 50001 [PSH, ACK] Seq=26 Ack=20 Win=10880 Len=19
15 296.554991 TCP 40 50001 — 50614 [ACK] Seq=20 Ack=45 Win=65535 Len=0

16 296.560530 TCP 65 50001 — 50614 [PSH, ACK] Seq=20 Ack=45 Win=65535 Len=25
18 297.137181 TCP 40 50614 —~ 50001 [ACK] Seq=45 Ack=45 Win=10880 Len=0

20 337.461784 TCP 65 50614 50001 [PSH, ACK] Seg=45 Ack=45 Win=10880 Len=25
. 462168 | Wireshark - 1685 TCP i (tcp.stream eq 1) - iot_fuzz

24 PEEEEEEO aa 00 Oc 7a 2c Ob 6e 81 59 02 e aa 41 60 02 GO ...Z,.n. Y...A...
000010 06 6C 78 08 21 01 96 7e 55 Ax.!'..~ U
LO 0O0OEPEOEO aa 00 06 7a 2c 6b 6e 81 59 02 eO aa 80 0O OO 0O sandanlle Vavs dew
0PEEPR1e 00 BOb 55 ol
POEREE19 aa 0O 06 7a 2c Ob 6e 81 59 02 e aa 43 6O 12 @ ...Z,.n. Y...C...
00PEOR29 0O ed 55 val)
29 338.126089 : PPPPEP13 aa OO Oc 7a 2c Ob 6e 81 59 02 e aa 81 00 12 80  ...Z,.N. Y.uuuu..
30 358.289074 2 0PPEEA23 ©6 17 01 19 11 24 04 94 55 ... s 1)
31 358.289447 PEPEPR2C aa 00 Oc 7a 2c 6b 6e 81 59 02 e® aa 41 00 11 60 ...Z,.n. Y...A
32 358.295159 POPEEE3C 06 OO OO 0O OO OB @O® e9 55 ... U
- 33 358.771720 000EEA2C aa 00 Oc 7a 2c Ob 6e 81 59 02 €O aa 80 00 b 04 ...Z,.n. Y.......
00PEEA3C 7e 94 22 8e 56 80 00 b8 55 = Pltalty* I |
000PER45 aa 00 Oc 7a 2c 6b 6e 81 59 02 eO aa 41 00 11 006 ...Z,.n. Y...A
POPEOEE55 06 OO PO OO OO 00 PO® €9 55 .. U
: : — 000PER45 aa 00 Oc 7a 2c Ob 6e 81 59 02 eO aa 80 00 @b @4 ...Z,.n. Y....... -
Window size value: 65535 000EAO55 7e 94 22 8e 56 80 00 b8 55 ~.".V... U
[Calculated window size: 65535]
[Window size scaling factor: -2 (no
Checksum: Oxaea5 [unverified]
[Checksum Status: Unverified] 6 FF & 748, 6 lR58% 744, 9 turn(s).
Urgent pointer: ©
- [SEQ IACE analysis] 'Entire conversation (188 bytes) v | STRHEESEER  Hex %l - > AL
1IRTT: 0.298449000 seconds]
‘Bytes in flight: 25] =3 57% 'Eﬁ-F“’PM)
Bytes sent since last PSH flag: 2 p——— - $TED s ‘ B pr—

TCP payload (25 bytes)
Data (25 bytes)

Maadsas s asaafifbiRDaTahanlkhiesaDA ORI AaRaaDIRIOINEEOAATAaOD A AD ACEDODONNED




|

recv:AA 00 28 7A 2C 0B 6E 81 59 02 EO AA 42 00 1D 00 22 04 81 94 22 8E 56 80 00 00 32 DC B4 00 00 00 00 00 OO0 00 0O PO OE OC E6 1E 17 01 19 11
25 65 0B 00 00 84 55
GWID:7A 2C 0B 6E 81 59 02 E0 //F==ID

Header :AA recvi:AA 00 OC 7A 2C OB 6E 81 59 02 E@ AA 41 00 02 00 06 6C 78 08 21 01 96 7E 55 //FIEigsRitH

Cont:42 //3Z#% Server:aa 00 06 7a 2c 0b 6e 81 59 02 e0 aa 80 00 00 00 00 Ob 55 //fREILEEEHER

2200 e e eeem e emmeemmeeememe—————————————

application:1D //f; %3 recv:AA 00 06 7A 2C OB 6E 81 59 02 EO AA 43 00 12 00 00 EO 55 //FIXEiEHREEE i

Len:00 22 //&E Server:aa 00 Oc 7a 2c 0b 6e 81 59 02 eO aa 81 00 12 00 06 17 01 19 11 24 04 94 55 //HES#RERTHF 17 01 19 11 24 04
©4 81 94 22 8E 56 80 00 //FKFTID (8byte)UUID e o e e S S S i R S 2 S P e et ottt

00 32 DC B4 //3333300 (4byte)lERiHKE Header :AA

len:00 OC //{E

GWID:7A 2C OB 6E 81 59 02 EO //F=1ID
Header :AA //thiv L&

Cont:41 //3=#H|E3

00 00 00 00 f"f'riiJ"tEj'ﬁ%--JfﬂT}i.E
0 00 //(2byte )BT KE
00 00 f’f’(Et:;rte}ﬁﬁ-ﬁ;raa

00 OE //(2byte)E{FHEH % 27:00

ec //(1Byte)imX application:02 //FiF%g

E6 1E //?77 length:00 06 //FHHELE

17 01 19 11 25 //(5Byte)#iEAES(A] data:6C 78 08 21 01 96 mcu version:6C 78 radio mcu:08 21 NID:01 freq:96(150) //FI= E{% MAEFER
65 //(1Byte)FitRIF% RSSI CRC:7E //0c+7a+2c+0b+6e+81+59+02+e0+aa+41+02+06+6C+78+08+21+01+96 //CRC FFaH=

Ob //(1Byte)F&iTEIFX SNR END:55

00 //(1Byte)RXZIFKIT RSSI

0 //(1Byte)F=XZ|FEiT SNR

84 //(1Byte)CRC
55 //END
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: NID:1 CH:150 Freq 498.75 :
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: I F ATSAMGS5]19

| $HHS A BREMCU:m1 7m5y
. Lora§5fic, F:SX1278

: 512KbfEfF T :fm24c512d

: Freq: 470510
: BW:125K

: SF:11

: CR:4/5

: PL:6

i SW:0x12
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: ¥¥MHDR,FHDR. FPort

PHYPayload | MHDR1(byte) ! . FRMPayloadii{TAES

L o o o o o

TR HIECMAC :
NWKSKEY
: : : . : : FRMP& load :
: Mtype(7:5) | RFU(@4:2) | Major(1:0) : MACPayload | (7-228v1e) O-N B”;te) .
s RO s R N A - DEVADDR
Eliii-iili: 12:%] OD Lﬂ-raﬁb‘ié‘nﬁ%m$ § r : r :
: 01-11 : i | eeeanans _
000 Join Request TE&AHIEER, RENET6.2 s Pﬂﬁ_oﬁjﬂh}fﬁﬁ : MACHIfigi#k :
001 Join Accept TEAEIEER, BARNET6.2 E 56 ﬁMiBCJEF : 3 BN
010 Unconfirmed Data Up FWE R ClRz E ¢ HAUEWEE 24 e
011 Unconfirmed Data Down 1ZU{E F 4 [E] [ :

100 Confirmed Data Up U E W70 [B] Ry v 1 '
. : DevAddr ¢ FCtrl ! FCnt
101 Confirmed Data Down FWE ¥ i [o] [y : : : ‘ :
110 rejoin for roaming ;... (abyte) i (1Byte) : (2Byte) i (0-15Byte) :
111 Proprietary AR ENBEXBABEERXRERISEEZ(E : . : :
VB HERNAIEIZIE, FEEMINEEBRE e WECE
TP Sasananas = WE%'J gramev SR SRR L S casneung
Kimaht HE T EREE MACH<
: ::::.::::'.:f::............f ........... !..,........'f.'.'.'.'::.':f..':f..,,.'.'.:.;..f:.::f ............
Lorawan Tﬂi)‘{%'.‘l'j" ADR(7) : ADRACKREQ(B) : ACK(5) FPendlng(d) FOptsLen(3:0)
https://lora-alliance.org/sites/default/files/2018-
O04/lorawantm specification -v1.1.pdf BEESREEEEE i L1 MClassB

T RFEFNRE TR




DA/ \
Lo raWanXpgo¢%r
ey

FHDR

MACPayluad (7-22Byte)

mwmww s w

...... < AES(CTR) :

L]
[
"
L]
L]
L]
L]
]
L]
L]
L
L]
L]
-
[ ]
&
L
L
L]
[
&
&
L
[
&
#
]
[ ]
L]
L]
L ]
L]
]
L]
L]
[
&
&
LN
&
L]
L]
L]

o0
-
)
-
-
=
| T Aa————

: yeeessesaseessescsnssans SRS
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